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OTHOMIEHHH 00paboTKH MEPCOHATBHBIX JaHHBIX (npunoxerneNe 1).
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NOJIMTHUKA
AAMHHHCTPAIMH MYHHIHIAJIBHOI0 PAHOHA
«Tapycckuii paiton»
B OTHOIIEHUH 00PabOTKH NMEPCOHANbHbBIX JAHHBIX

1. O6mHe noJioKeHus

1.1. TepMHHBI U OTIpeeTIeHH

Ilepconanbnble naHubIe - mobas MHPOpMALHS, OTHOCAIIANCS K NPAMO WM KOCBEHHO
OTpeZie]ICHHOMY HIIH ONpelerseMoMy (GpH3ndeckoMy JTHLY (CyOBeKTY NepCOHaATbHBIX JaHHBIX).

OnepaTop - rocyIapcTBEHHBII OpraH, MyHHLMNANBLHEI OpraH, opuandeckoe WiH ¢Gu-
3MYECKOE JIUIIO, CAMOCTOSATENBHO MM COBMECTHO C APYTMMH JTHIAMH OpraHU3ylolmne W (HiH)
ocyluecTBisifolHe 00pabOTKy MepcOHaNBHBIX NaHHBIX, @ TaK)Ke OMpelelsiolIre ueiau odpa-
OOTKH MepCOHANBHBIX JaHHBIX, COCTAB NMEPCOHATBHBIX JaHHBIX. MOMIEKAINX 00paboTke, mIeii-
CTBH (ONEPALIMN), COBEPLIAEMBIE C MTEPCOHATBHBIMH JTaHHBIMH.

OfpaboTka mepcoHANbHBLIX JAHHBIX - M000e IeHCTBHE (OTEpanmns) WIH COBOKYTI-
HOCTb JEHCTBHH (Omepauwii), COBEPIAEMBIX C HWCIIONB30BAHHEM CPEICTB aBTOMATH3ALIMH WITH
0e3 WCTIONB30BAHHS TAKMX CPEICTB C MEPCOHATBHBIMA IAHHBIMH, BKIIOYas cOOp, 3amich, CH-
CTeMaTH3aluHl0, BaKOIUIeHHe, XpaHeHWe, YTouHeHHe (0OHOBJIEHHE, W3MEHEHHE), W3BIEYEHNe,
HCIIOTB30BaHKWe, MNepenavyy (pacnpocTpaHeHHWe, TNpeIoCTaBlIeHHe, OCTYN), o0e3NnHYuBaHue,
OIOKHpOBaHHE, ylaleHHe, YHHYTOKEHHWE NIePCOHATBHBIX NaHHbIX.

ABTOMATH3NPOBAHHASI 06paloTKA MEPCOHATBHBIX JAHHBIX - 00paboTKa NepcoHats-
HEBIX IAHHBIX C TIOMOIIBIO CPEACTB BBIMHCIIHTELHON TEXHHKH.

PacnpocTpaneniie nepcoHaTbHbIX JAHHBIX - ICHCTBHS, HATIPABIEHHEIE HA PACKPBITHE
TIepCOHANBHBIX TaHHEBIX HEOTPENeIeHHOMY KpYTY JIHIL.

IperocTaBienne nepcoHATLHBIX JAHHLIX - IeHCTBHS, HATIPABIEHHEIE HA PACKDEITHE
MEPCOHATLHBIX NaHHBIX ONPENETICHHOMY JIHILY HITH OIpeleIeHHOMY KPYTY JHIL.

broxnpoBanite mepconaqbupIX JaHHBIX - BpeMeHHOE Mpekpaienne o0paboTiH rnep-
COHATBHBIX JIAHHBIX (3@ HCKIIIOYEHHEM CITydaeB, ecli 06paboTka HeOOXOIMMA JUTS YTOUHEHHs
MEePCOHANBHBIX JAHHBIX ).

YHUUTOKEHAE NEPCOHATBHBIX TANHBIX - TEHCTBHS, B Pe3y/ibTaTe KOTOPBIX CTAHOBUT-
Csl HEBO3MOXKHBIM BOCCTAHOBHMTH COLEIKAHME TIEPCOHANBHEIX JAHHBIX B WH(OPMALHOHHOMN CH-
CTeME MEpPCOHANBHBIX JTaHHBIX M (MIIH) B Pe3ybTaTe KOTOPBIX YHHUTOKAIOTCS MaTepPHAIbHEIE
HOCHTEIH NEPCOHATBHBIX JIAHHBIX.

OfesmmunBanme NepeOHANBHBIX AAHHEIX - ICHCTRUS, B pe3ynLTaTe KOTOPBIX CTaHO-
BUTCH HEBO3IMOXHEIM Oe3 MCNOML30BAHHS NOTIONHHTENLHON WH(OpPMALHH OTpeNeTUTL TIPH-
HAaIUIEXHOCTB MEPCOHATBHBIX J1aHHBIX KOHKPETHOMY CYOBEKTY MepCOHANBHBIX TaHHBIX.

MndopmMannonnas cHeTeMa MepeoHatbHbIX TAHHBIX - COBOKYITHOCTB COJIEPIKALIHX CSl
B 0a3ax JaHHEIX MEPCOHATBHEIX JAHHBIX H 06ECTICUMBAIOIINY HX 00paboTky MHOPMALMOHHEIX
TEXHOIOTHHA U TEXHHYECKHX CPEe/ICTB.

Tpanerpanuunast neperaua nepcoHaiTbHLIX AAHHBIX - nepenaya TepcoOHaNbHBIX
A@HHBIX Ha TEPPUTOPHIO HHOCTPAHHOTO TOCY/IapCTBA OPraHy BIACTH WHOCTPAHHOTO rocynap-
CTBa, HHOCTPAHHOMY (DPH3HYECKOMY JTHIY HJTH HHOCTPAaHHOMY IOPHIINYECKOMY JTHLLY.

/.2 Hasha4enwe u paBoBas OCHOBA JOKYMeEHTA.

[Torntnka agvuHuCTpammH MYHHUMTIaNnbHOTO pafiona «Tapyccknit paiton» (manee -
AIMHHUCTpAlMS palioHa) OrpelenseT CHCTEMY B3TIISI0B Ha npobnemy obecnevenns Gezomnac-
HOCTH TICPCOHATIBHEIX TaHHBIX W NPEACTaBnseT coboil CHCTeMAaTH3INPOBAHHOE M3NOXKEHNHE [e-
JICH W 3a0at 3aMIMTEI, KAK ONHO WM HECKONTBKO TMPABHJI, MPOUEIYD, NPAKTHYECKHX NPHEMOB H
PYKOBOISAUINX MPUHUMIOB B 001acTH MHPOPMALMORHON Ge30MmacHOCTH, KOTOpPBIMH PYKOBOJ-
CTBYETCS allMHHHMCTPALINS B CBOEH AeSTETLHOCTH, & Takyke OCHOBHEBIX MTPHHLHIIOB MTOCTPOEHMS,



OPraHH3aUMOHHBIX, TEXHOJTOTHYECKHX H MPOLEXYPHBIX aCIeKTOB obecriedeHns 06e30mMacHOCTH
TIepCOHATTBHBIX JaHHBIX.

3aKOHOIATENbHOH OCHOBOH HacTosmeil [lonumiku sBisoTcst Koncruryums Pocewid-
ckoit Peneparnu, ['paxaaHCKui, YronoBHbIH 1 TpyrIoBOH KOIEKCEHI Poccuiickoit ®enepaunn,
®enepanbbi 3akoH 0T 27.07.2006 Ne 152-@3 «O mepcOHATBHBIX JIaHHBIX), denepatbHbIH
2aKk0H oT 06.10.2003 No131-®3 «O6 obumx NpuHLIHNAX OpraHHu3alnid MECTHOTO CaMOyTIpaBJic-
sus B Poccuiickoit Denepaliy, 3aKOHbI, YKa3bl, TOCTAHOBICHUS, APYTHE HOPMATHBHEIC KTl
JefiCTBYIONIEro 3aKoHoAaTenbeTBa Poccniickoit Penepaly, J10KYMEHTBI depmepanbHOR CITyx-
GBI 10 TEXHHYECKOMY M KCIIOPTHOMY KOHTpoto 1 desiepanbHoii cirykObr Oe30macHocTn Poc-
CHH.

Hcnonb3oBanie 1aHHoi TIOTHTHKHE B KA4eCTBE OCHOBBI JUTS TIOCTPOEHHS KOMITIEKCHOH
CcHCTeMBl MH(OPMALUHOHHOH 6e30MacHOCTH NEepCOHATBHBIX [aHHEIX aIMHHWCTPALH paroHa
MO3BONHT ONITHMHU3HPOBATH 3aTPaThl HA €€ TIOCTPOCHHE.

[pn paspaboTke [TOMUTHKHE YYHTBIBAINCH OCHOBHBIE MPUHLMITBI CO3NARNA KOMITTICKC
HBIX CHCTeM obecriedeHns 6e30MacHOCTH WH)OPMAUHH, XapaKTepUCTHKN H BO3MOKHOCTH Op-
FaHH3ANHOHHO-TEXHWUECKUX METONOB ¥ COBPEMEHHBIX alMapaTHO-POrpaMMHBIX CPEICTB 3a-
I THI M IPOTHBOIEHCTBHS yrpo3aM Ge30MacHOCTH HHQOopMaLii.

OcHoBHBIE nTonoxeHns [lomuTHky 6a3upyloTCs Ha KA9eCTBEHHOM OCMBICIIEHHH BOTIPO-
cOB 6e30MacHOCTH HH(OPMALIMH W HE 3aTParkBaioT BOTIPOCOB SKOHOMHHYECKOTO (KOJIMYECTBEH-
HOTO) aHATH3a PHCKOB 1 0GOCHOBAHHMS HEOOXOIMMBIX 3aTpaT Ha 3alUTY WH(OpPMALINH,

2. Q0BbeKThl 321IHThI

OCHOBHBIMH OOBEKTAMH CHCTEMbI GE30TIaCHOCTH TEPCOHABHBIX NAaHHBIX B aAMHHH-
CTpalUMH paioHa ABIAIOTC:

—  uHGQOPMAIMOHHLIE PECYPCHI ¢ OTPAHNUEHHBIM JOCTYTIOM, COACPAAIIHE TIepCOHaNb-
HBle JaHHbIE,

— Tpouecchl 06paboTKHM MepCOHATBHBIX JaHHBIX B WH(}OpPMALIMOHHOH CHCTEME MEpCo-
HAIBHBIX JaHHBIX aIMHHHCTPALHH, ¥H(OPMALMOHHBIE TEXHOJIIOTHHA, PErIaMEHTEI H TIPOLEIYPE!
cbopa, 00paboTKH, XpAaHEHHS 1 TepeaH uH(OPMALHH, NEPCOHal Pa3pabOTIMKOB H TI0IE30BA-
Teneil cucTeMbl M €€ 00CTYKHBAOIMH TIEPCOHAT,

— urbopManroHHas WHQPACTPYKTYpa, BIIIOHAKOMWA cucTeMsl 00pabOTKH ¥ aHammsa
WH(OPMALHH, TEXHHHECKHe W MPOTrpaMMHBIE CPEACTBA e 06paboTky, nepeiaun 1 0TodpaKe-
HHs, B TOM YMCIe KaHabl HHQOPMAIIMOHHOTO 0OMEHA M TEJIEKOMMYHUKALWH, CHCTEMBI M Cpell-
CTBA 3aMUTHl WHHOPMALWH, OOBEKTEI H TIOMEILCHHUS, B KOTOPBIX PacTIONOKEHBI TEXHHYECKIE
cpenctBa 06paboTKH NEPCOHANBHBIX JAHHBIX.

3. I.ICJ]][ " 3ajgavn obecrmeuens 0e30nacHoOCTH nepcouanbmﬂx JaHHBIX

3. 1. lHTepeckl 3aTparnBaeMbiX CyOBEKTOB MH(OPMALIMOHHBIX OTHOLWICHHH.
Cy06bexTami HHQOPMALMOHHBIX oTHOWeHHii npu obecreveHny 6e30MacHOCTH TIepco-
HATBHBIX JaHHBIX aIMWHHCTpPALIMK paiioHa ABISIOTC:

—  aJIMWHHCTpAUMs paiioHa, KaK COOCTBEHHHK WH(OPMAUMOHHBIX PECyPCOB;

—  PYKOBOZACTBO M COTPYAHWKHM aIMHHHCTPALH paiioHa, B COOTBETCTBHH C BO3JIOKCH-
HBIMH Ha HUX (PYHKIHIMHU.

[lepeuniciienHble CYOBEKTE] H()OPMAIMOHHEIX OTHOIICHNH 3aHHTEPECOBAHDI B obecre-
YEeHHU:

' —  CBOEBpPEMEHHOTO A0CTyNa K HEeOGXOMMMBIM WM TIePCOHATBHEIM NaHHBIM (MX 10-

CTYIHOCTH);

—  JIOCTOBEPHOCTH (TTONHOTBHI, TOYHOCTH, aACKBATHOCTH, 1IeIOCTHOCTH) MepCOHATBHBIX
JTaHHBIX;

—  KOH(WMIEHIHATLHOCTH (COXPAHEHNS B TaifHe) TepCoHaIbHBIX JaHHbBIX;

— 3aUATH! OT HABSI3BIBAHHS UM JIOXKHBIX (HELOCTOBEPHBIX, HCKaKEHHBIX ) TIEPCOHAIIB-
HBIX JaHHBIX;

—  pasrpaHWueHWs OTBETCTBEHHOCTH 32 HapyLIeHUsl WX TpaB (WHTEpECOB) M YCTAHOB-
NeHHBIX TPaBIIT 00patleHHs ¢ NEpCOHATBHBIMH JTAHHBIMU;



—  BO3MOMHOCTH OCYIIECTBJICHVS HETPEPLIBHOTO KOHTPOJIS M YNPABICHUS MPOLECCaMt
06pabOoTKH U Mepenadn NepCoOHANbHBIX 1aHHBIX]
—  3QIIUTHI IEPCOHATBHBIX TaHHBIX OT HE32KOHHOTO pacnpoCTpaHEeHHS.

3.2. llenn 3amuTHI.

OCHOBHO# LIeNbIO, Ha JOCTHIKEHHME KOTOPOM HAMpaBlEHEl BCE TIOJIOXKEHHS HACTOAMIEH
T[TONUTHKY, SBISETCS 3alluTa CyOBeKTOB WH(OOPMAIMOHHBIX OTHOIICHH aIMHHUCTPALHH pati-
OHAa OT BO3MOYKHOTO HaHeCeHWs MM MaTepHalbHOro, (pu3n4eckoro, MOpagbHOTO HIH MHOTO
yiiepba, MOCPEACTBOM CIYYaifHOrO WIH TpEeAHaMEpEHHOTO BO3/€elCTBUA Ha TEepCOHAJbHbBIE
TMaHHBIE, UX HOCHTEITH, NpoLiecchl 00pabOTKH M Tepeiayn.

VkazaHHas Uelb JOCTHTAETCS TTOCPEICTBOM oDecrniedeHns ¥ MOCTOSHHOTO MOJAEPIKAHN s
CJIENYIOUIMX CBOMCTB MepCOHANTBHBIX JaHHBIX:

—  JIOCTYNTHOCTH MepCOHANBHBIX TaHHBIX 1S JETalbHbIX MOTB30BaTeNIeH (yCTOHYHBOTO
(YHKUMOHHPOBAHHS HHOOPMALMOHHOM CHCTEMBI aIMHHHCTPALIMH palOHa, TTPH KOTOPOM TI07Tb-
30BATETH WMEIOT BO3MOKHOCTH MONMYUYEHHS HEOOXOAMMEIX MEPCOHANBHBIX JaHHBIX W pPe3yJibTa-
TOB PEIIEHHs 3a/1a4 3a TPUEMIIEMOE TS HUX BPeMs);

—  IeJIOCTHOCTH M AyTEHTHYHOCTH (ITOATBEP:KJIEHHE aBTOPCTBA) MEPCOHANBHBIX IaH-
HEIX, XpaHUMBIX W 00pabaTeiBaeMBIX B WH()OPMALMOHHOH CHCTEME aIMHHHCTPALNH paiioHa H
repeaaBaeMon 1Mo KaHallaM CBS3H;

—  KOH(HMIEHIMATBHOCTH - COXPaHEHHs B TalHe ONpeleNeHHOH 9acTH NepCoHalbHBIX
JIAHHBIX, XpPaHUMBIX, 00pabaTeiBaeMEIX U TlepeIaBaeMBbIX M0 KaHallaM CBA3H.

Heob6X0oauMbIl ypOBEHB IOCTYIMHOCTH, LEJTOCTHOCTH M KOH(HIECHIHANLHOCTH Tepco-
HATBHBIX JaHHEIX 00ECTIeUnBaeTCss COOTBETCTBYIONIMMH MHOXKECTBY 3HAYMMBIX yrpo3 MeToxa-
M H CpEeJICTBaMH.,

3.3. OcHOBHBIe 3ama4n cucTeMbl obecriedyeHns 0e30MacHOCTH TIEPCOHATTBHBIX JaHHBIX.,

JIns DOCTHIKEHHs OCHOBHOM LT 3alIMTH M 00ecTevyeHns yKa3aHHbIX CBOMCTB Nepco-
HAIBHBIX JAHHBIX cucTema obecriedyeHus MH(OpPMAUHOHHONH 0€30TacHOCTH aIMWHMCTpalWH
pafiona nomkHa obecreynBaTh 3(PGEKTHBHOE PEeIIEHHE CIEAYIOUINX 3a1ay:

~ —  CBOEBpEMEHHOE BBIABIEHHE, OLEHKA W MPOTHO3MPOBAHME MCTOYHMKOB YTpo3 WH-
(bOpMaHHOHHOH Ge30macHOCTH, MPUYHH U YCIOBHH, criocoOCTBYIOIINX HaHeCeHHIO ymepba 3a-
MHTEPECOBAHHBIM CyOBbeKTaM HH(OPMALMOHHBIX OTHOIICHHH, HAPYIIEHWIO HOPMaBHOTO
(l)yHKIIHOHHpOBaHHSI HHPOPMALMOHHON CHCTEMBI aIMHWHHCTPAMK paifoHa;

— CO3DaHWe MEeXaHW3Ma OINEePaTHBHOTO pearipoBaHMs Ha yrpo3sl 0E30macHOCTH WH-
(Gopmaiiii 1 HeraTMBHBIE TEHAEHUINH;

— CO3/1aHHe YCIOBWI IS MAHHMH3AIMHK U JIOKATH3alliH HaHOCHMOTO yliepba Henpa-
BOMEPHBIMH IeHCTBUSIMH (H3HHECKUX M IOPHAMYECKUX THI, ocnalleHne HEeraTHBHOrO BIIHS-
HUS ¥ THKBUIAIUS TIOCTEACTBHH HapyuieHs 6e30macHOCTH HH()OPMALIHH;

— 3aWWTy OT BMEUIATENbCTBA B mpouecc QYHKUMOHWUPOBAHWS WH(POPMAUMOHHOH CH-
CTEMBI aIMWHHUCTPAUWH pailoHa TMOCTOPOHHWX ML (ZOCTYNM K WH(OPMALMOHHBIM pecypcam
JOMKHBI UMETH TOJTBKO 32perHCTPHPOBAHHBIE B YCTAHOBIEHHOM MOPSAKE MOJb30BaTENH);

— pa3rpaHMueHHe AO0CTyMNa Noab3oBaTeneidl K WHPOPMALMOHHBIM, armapaTHbIM, Tpo-
rpaMMHBIM ¥ WHBIM pecypcaM aIMHHHUCTpalWy paioHa (BO3MOXXHOCTB JOCTYNA TOJNBKO K TeM
pecypcaM M BBITTOJTHEHWS TOJIBKO TeX ONepanii ¢ HUMH, KOTOPbIE HEOOXOIHUMEI KOHKPETHBIM
MONIB30BATENIAM JUIsSl BBIMOJHEHHS CBOMX clyxeOHBIX oOs3aHHOCTEel), TO ecTh 3alIMTy OT He-
CaHKIIMOHWPOBAHHOTO J0OCTYTIA;

— obecrievenne ayTeHTH()UKALIMY TIOTB30BaTeNe, YIaCTBYIOUIMX B HH(POPMAITHOHHOM
oOMene (MoaTBepKIeHNE MOUTHHHOCTH OTNIPABUTEINS U NosTy4artests WH(hopMamn);

— 3alIUTY OT HECAaHKUMOHMPOBAHHON MOIM(UKALNHY UCTIONb3YEMBIX B WH(OPMAIIHOH-
HOH CHCTeMe aJIMHHHCTPALIMH TPOTPAMMHBIX CPEJICTB, a TAKIKE 3ALUTY CHUCTEMEI OT BHEPEHWS
HECaHKIIMOHHWPOBAHHBIX IporpaMm, BKITIOHAS KOMITBIOTECPHLIE BUPYCHI;

— 3alIMTY WH)OPMALIMH OrPaHWYEHHOTO MONTB30BAHMS OT YTEUYKH 110 TEXHHUYECKAM Ka-
Hanam npu ee 06paboTKe, XpaHEeHUH W Nepeaaye 1o KaHalnaM CBA3H.
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3.4. OcHOBHBIE TYTH PEIIEHUS 33124 CUCTEMBI 3allHTEL.

[TocTaBneHHble OCHOBHBIE I1€JTH 3alIWTHl M PEIIEHHE ITEPEYHCIIEHHBIX BBILIE 3a/1a4 J0-
CTHIalOTCA:

— CTPOTHM YYeTOM BCeX MOJUICKAIINX 3alllMTe pecypcoB HHPOPMALMOHHOH CHCTEMBI
aIMHHHCTpaAlHH (MHOOpMallNH, 3a1a4, TOKYMEHTOB, KaHaJlOB CBSI3H, CEPBEPOB, aBTOMATH3HPO-
BaHHBIX pabounX MecT);

— KYpHaTMpOBaHWEM JeiCTBHH NepcoHalna, OCYIIECTBIISIOMEro 00CTy)KHBAHHE H MO-
IMUKALMIO TPOrPAMMHBIX ¥ TEXHHYECKHX CPEACTB HH(POPMAUMOHHON CHCTEMBI:

—  TIOJNIHOTOM, peaJbHON BBIMOJIHMMOCTBIO H HEIIPOTHBOPEUHBOCTRIO TpeOOBAHHH Opra-
HH3ALMOHHO-PACTOPAIUTENBHBIX JOKYMEHTOB aJIMHHUCTpPALMK paiiona mo Bompocam obecrie-
yeHs 0e30macHOCTH HH(OPMaIHH;

—  MOJArOTOBKOM JOJKHOCTHBIX JIML (COTPYOHHMKOB), OTBETCTBEHHBIX 32 OpraHW3alHio
M OCYIIECTBJIEHHE TPAKTHYECKHX MeponpusTHii mo obecrneyeHnio 0e30MacHOCTH MEPCOHANb-
HBIX JaHHBIX H TPOLECCOB X 00paboTKH;

—  HaleJeHHEeM KakKIOro COTPYAHHKa (MONL30BATENs) MHHHMAIBHO HEOOXOIMMBIMH
JUTS BBITIONIHEHHS MM CBOMX (YHKUHMOHABHBIX 0053aHHOCTEH MOJTHOMOUHMAMH TIO JOCTYTIY K
Im(bopmaunonﬂbm pecypcam aaMHHHCTpalWH paiioHa;

—  YeTKHMM 3HaHHEM W CTPOTHM CODJIOJEHHEM BCEMH NOJIb30BaTeIIMH HHYOpPMALHOH-
HOH CHCTeMBI aIMHHHCTpaLUK palioHa TpeOOBaHMH OpPraHM3alMOHHO-PACTIOPAXHTENIBHBIX 10-
KYMEHTOB 110 BorpocaM obecredeHust 6€30MacHOCTH NEPCOHAJIBHBIX JaHHBIX;

— TepCOHANbHONH OTBETCTBEHHOCTBIO 3@ CBOM HEHCTBHA KAXXIOTO COTPYAHHKA, B paM-
KaxX CBOMX ()YHKIHOHATBHBIX 0053aHHOCTEH HMEIOLIEro A0CTYM K HH(QOPMALMOHHEIM pecypcam
aZIMMHHUCTPAIMH paioHa;

—  HeTpEepHIBHBIM TMOLIEPKAHUEM HEOOXOAMMOTO YPOBHS 3AIUMIIEHHOCTH 3JIEMEHTOB
WH(POPMAIMOHHON Cpebl aIMMHACTPAlMK paloHa;

—  mnpUMeHEeHHeM (H3MYECKHX M TeXHHHECKMX (TpOrpaMMHO-anmapaTHbIX) CPeacTB
3aUIMTB PECYPCOB CHCTEMBI M HENPEPBIBHOM aIMWHHCTPATHBHOM MOLANCPIKKOH WX MCIIOIB30Ba-
HUS,

— 3} deKTHBHBIM KOHTPOJEM Hal coOMIOeHHEeM TOJb30BATENSMH HH(OPMALIHOHHBIX
peCypcoB aIMHHHCTpaLK TpeGoBanmi Mo obecrieuennio Ge30macHOCTH HHpOpMALIHH;

—  JOpMANYECKOH 3alIMTOH WHTEPEeCOB aIMUHUCTPAllWH paioHa NpH B3aWMOIEHCTBHH C
BHEITHMMH OpPraHW3alisMi (CBS3aHHOM ¢ 0OMEHOM TIepCOHA/IBHBIMU JaHHBIMH) OT NPOTHBO-
TIPABHBIX JIEHCTBHIi, KAK CO CTOPOHBI 3THX OPTraHM3alMi, TaK W OT HECAHKUMOHHPOBAHHBIX [CH-
CTBUH 00CTY)KHBAIOLIETO MIEPCOHAA M TPETBUX JTHIL.

4. OcHOoBHBIE MPUHIHIBI MOCTPOEHH CHCTEMBI fezonacHoCTH
MEPCOHAIBHBIX TAHHBIX

[TocTpoeHue cHCTeMBl, obecrederns Ge30MacHOCTH MepCOHANBHBIX IaHHBIX aJAMHHH-
CTpauMH paiioHa, ¥ ee (YHKIHOHHPOBAHHE JOKHBI OCYLIECTBIIATECS B COOTBETCTBHH CO Cre-
JYIOUIAMH OCHOBHBIMH TTPHHIHIIAMH:

—  3aKOHHOCTh;

—  CHCTEMHOCTB;

—  KOMIIJIEKCHOCTB;

—  HENpepbIBHOCTE;

—  CBOEBPEMEHHOCTD;

—  NIpPeeMCTBEHHOCTb 1 HENPEPBIBHOCTb COBEPIICHCTBOBAHUS,
— pasyMHas 10CTaTOYHOCTB (IKOHOMHYeCKast 11e1eco00pasHoCTh);
— MepcOHalbHAas OTBETCTBEHHOCTD]

—  MHHWMM3ALKS TTOJTHOMOYHH;

—  HCK/IIOYeHHe KOH(IHKTa HHTEPECOB;

— B3aWMOJIECHCTBHUE U COTPYIHHUYECTBO;

—  THOKOCTB CHCTEMEI 3aILIHTHI;

—  OTKPBITOCTB AITOPHTMOB M MEXaHH3MOB 3aLIMTEI,

—  TNpOCTOTa MPUMEHEHUs CPEeICTB 3alIHThI;



— 000CHOBAaHHOCTh W TEXHHYECKAs peain3yeMOoCTh;
—  CrenMaNu3anus 1 npoQecCHOHANIN3M;
— 00s3aTenbHOCTh KOHTPOJIS.

4.].3aKOHHOCTE.

[IpennonaraeT OCyUIECTBICHHE 3AUIMTHBIX MEPOTIPHSATHH ¥ pa3paboTKy CHCTEMBI bes-
OTaCHOCTH TIEPCOHATHHBIX TaHHbIX aJMHHUCTPALHH paifoHa B COOTBETCTBHH C JCHCTBYIOUIUM
3AKOHOJATETLCTBOM B OOJACTH 3alMTHI MEPCOHATBHBIX NaHHBIX, @ TAKKE IPYrMX 3aKOHOId-
TelLHEIX AKTOB Mo 6e3onacHocty HHGopMmanuu PO, ¢ mpuMeHeHHEM BCEX NO3BONCHHBIX METO-
1108 0OHapy)XeHHs W TpecevYeHNns NpaBoHapyIueHHil NpH paboTe ¢ MepCOHATBHBIMH JTaHHBIMH.
TIpunsTEIE Mephl 6e30MacHOCTH NMEPCOHATBHBIX JIaHHBIX HE JIOJDKHBI TTPENsSITCTBOBATE 0CTYTIY
TNPaBOOXPAHUTEILHBIX OPraHOB B MPEIyCMOTPEHHBIX 3aKOHOJATENLCTBOM CITydasX.

Bce monp3oBaTes i WHGOPMALMOHHOMH CHCTEMBI aZIMWHHCTPALIHH paiioHa JI0JIKHBI HMETh
nmpejcTaBeHne 00 OTBETCTBEHHOCTH 3a MpPaBOHAPYIUCHHS B obnacti 00pabOTKH TEepCOHaNb-
HBIX JIAHHBIX.

4.2. CUCTEMHOCTB.

CHCTEMHBIH TOIXOA K MOCTPOEHMIO CHCTEMBI 3aIHTEl WHQOPMALNK B aAMHHHCTPALIHH
pafioHa TPeNoNaraeT y4eT BCeX B3aWMOCBA3AHHBIX, B3aMMOJEHCTBYIOIIMX U H3MECHSIOWMXCS
BO BPEMEHH 3JIeMEHTOB, YCTOBHH ¥ (aKTOPOB, 3HATMMBIX IS MOHMMAHUS 1 peureHns npodie-
MBI obecrieueHus Oe30MacHOCTH NEPCOHATBHBIX JaHHBIX.

IIpy CO31aHNH CHCTEMBI 3AIIMTHI AOJIKHBI YIHTHIBATECS BCE cnabsle u Haubonee yA3BH-
Mble MecTa HHGOPMAIMOHHON CHCTEMBI aJIMUHHMCTPALMH paioHa, a TAKKe XapaKkTep, BOSMOvK-
Hble 06BEKTH! ¥ HaNpaBJeHHs aTak Ha Hee CO CTOPOHbI HapyUIHTeNeH (0coOeHHO BBICOKOKBA-
TM(UIAPOBAHHBIX 3MOYMBIIIEHHHKOB). CHCTeMa 3alIMTBI JOJDKHA CTPOMTBCA € YHETOM HE
TONTBKO BCEX M3BECTHBIX KaHAJOB MPOHMKHOBEHHMS W HECAHKUMOHWPOBAHHOIO JOCTYyNa K WH-
(hopMALIHK, HO ¥ C Y4eTOM BO3MOXHOCTH TOSBIICHHAS MPHHLUMITHATBHO HOBBIX nyTel pearnsa-
I[HH yrpo3 6e30macHOCTH.

4. 3. KOMITTEKCHOCTb.

KOMIJIEKCHOE WMCIIONB30BAaHHE METOAOB M CPEJCTB 3AIIWTBl KOMIBIOTEPHBIX CHCTEM
TpeJInoNaraeT corjacoBaHHOE NPUMEHEHHE Pa3HOPOIHBIX CPEACTB NPH OCTPOCHHH HEeTOCTHOH
CHCTeMBbl 3alUThl, TEPeKpbIBAIOLIEN BCe CYIIECTBEHHBIE (3HAUMMbIE) KAHAbl peannsaiii
Yrpo3 M He cojepkalleii cabbiXx MECT Ha CTBIKAX OTIEIBHBIX €€ KOMITOHEHTOB. 3amuTa J0MK-
Ha CTPOMTECS 3IIETOHHPOBAHO. BHEUTHSS 3aumMTa IOJKHA OobecrmeunBaThCs pu3nIeCKUMH
CpeNCTBaMH, OPTaHH3aLMOHHBIMH H TTPaBOBBIMH MEPAMH.

4.4.HenpepbIBHOCTD 3alIHTBHI.

OBecredenne 6e30MaCHOCTH NMEPCOHATBHBIX JAHHBIX - TIPOLIECC, OCYIIECTBIACMBIH pY-
KOBOJICTBOM a/IMHHMCTPALIAA PaifOHa, aIMMHACTPATOPOM Ge30TacHoCTH HHPOPMALIMOHHON CH-
CTeMBI M COTPYJAHWKAMK BCEX YPOBHEH. DTO HE TONBKO ¥ HE CTONIBKO MPOUEAYpa HITH MOJIHTH-
Ka, KOTOpas OCYLIECTBISETCsl B OTPE/IC/IEHHBIH OTPE30K BPEeMEHH HJIM COBOKYITHOCTB CPEACTB
3AIIATE], CKOJBKO MpPOLECC, KOTOPBIH A0IKEH MOCTOSHHO HATH Ha BCEX YPOBHAX BHYTPH alIMH-
HHCTPAlMH W K&XKIBIH COTPYAHHK aIMHHMCTPALAH JIO/KEH MPHHUMATE yqacTHe B 3TOM Tpo-
necce. JIeTeNBHOCTE 110 0beCTeuernnio HHOpMaIlHOHHOM 6e30MacHOCTH ABISETCS COCTABHOM
YacThIO MOBCEIHEBHOMN JesSTeNbHOCTH aIMHHHCTpAUHn W ee 3Q(PEKTHBHOCTL 3aBUCHT OT y4a-
CTHS PYKOBOICTBA aAMHHHCTPAlMK pafioHa B obecrneueHnu nH(bOPMALMOHHON 6e30MmacHoCTH
TIepPCOHANTBHBIX TaHHBIX.

Kpome Toro, GONBIIMHCTBY (M3NHECKHX M TEXHHYECKWX CPEICTB 3alIMTHI 1 ahdex-
THBHOTO BBITIONHEHMS CBOMX (YHKIMIT HeoGXOmuMa TOCTOSIHHAS OpraHu3alWoHHas (aIMHHN-
CTpaTHBHas) TIOIEPKKA (CBOEBPEMEHHash CMeHA W obecreveHHe MPABMIBHOTO XPaHCHHMS W
NMpUMeHEeHHs HMEH, TapoTiel, Tnepeonpeenenne nonHomounii u T.11.). IlepepeiBer B pabore
CPE/ICTB 3aLIMTBI MOTYT OBITH HCTIONTB30BAHBI 37I0YMBILITIEHHHKAMH JUIS aHATA3a TPUMEHSEMBIX
METOJOB ¥ CPEACTB 3alWTHI, JUIS BHEAPEHHUs CIELHATBHEIX TPOTPAMMHEIX H aNMapaTHeIX "3a-
KIanoK" ¥ ApYrMX CpeaCTB MPeoI0JICHHS 3alllHThI.



4.5. CBOEBpEMEHHOCTB.

IIpennonaraeT yrpexIaroluil xapakTep mMep oOecriedeHns 0e30MacHOCTH MEepCoHab-
HBIX JIaHHBIX, TO €CTh MTOCTAHOBKY 3a/ay 10 KOMIUIEKCHOH 3aUIHTe MEPCOHATBHBIX NaHHBIX H
peanu3anmo Mep obecredernus 6€30MaCHOCTH NEPCOHATBHBIX IaHHBIX HA PAHHMX CTadusAX pas-
paboTky WH(GOPMALMOHHBIX CHCTEM B LIEJIOM M HX CHCTEM 3alIMTEl, B JACTHOCTH.

PazpaGoTka CHCTEMBI 3alMThI 10JDKHA BECTHCH MapaljieNbHO ¢ pa3paboTKO# U pa3BUTH-
eM caMoil 3aIMImaeMoil HH(OPMAIIHOHHOM CHCTEMBI. DTO TO3BOJMT yuecTh TpebGosanus Oe3-
OTACHOCTH NPH TPOEKTHPOBAHWH apXHUTEKTYPhl M, B KOHEYHOM CHETE, CO3JaTh Honee apdek-

THBHBIE (Kak 110 3aTpaTaM pecypcoB, Tak M 10 CTOHKOCTH) CHCTeMbl, 0ONTaaioulne A0CTaTod-
HBIM YPOBHEM 3alHMLIEHHOCTH.

4.6.T1peeMCTBEHHOCTD ¥ COBEPIIEHCTBOBAHNE.

TIpeamonaraeT NOCTOSHHOE COBEPIIEHCTBOBAHME MEP M CPENICTB 3aLIMTEI 11EPCOHAITE-
HBIX JIAHHBIX Ha OCHOBE TPeeMCTBEHHOCTH OPraHH3alHOHHEIX M TEXHHYECKHX PEIIEHNH, Kal-
POBOTO COCTaBa, aHaTM3a QYHKIHOHUPOBAHHS HHPOPMAIHOHHOH CHCTEMBI aIMHHICTPALIHI
paifoHa M CHCTEMBI e€ 3allHTHI ¢ YUeTOM H3MEHEHHIT B METOIaX H CPe/ICTBAX MepeXBaTa nH-

(hopmanM, HOPMATHBHBIX TpeGoBaHuil TTO 3aIIUTE, JOCTHIHYTOrO OTEYECTBEHHOTO H 3apybex-
HOTO ONBITA B 3TOi 00nacTH.

4.7.PazymMHas 10CTaTOYHOCTh (3KOHOMHYECKas! 1enecoobpa3zHoCTh).

[IpeamonaraeT COOTBETCTBHE YPOBHS 3aTpaTr Ha obecrnieuenne ©OE30MACHOCTH MeEpco-
HaIPHBIX JTAHHBIX LEHHOCTH WH()OPMALMOHHBIX PECYPCOB M BEJIHIMHE BO3ZMOACHOTO yumepba oT
MX pasryialieHnsi, yTpaThl, YTeUKH, YHHUTOKEHHS U HCKAKEHHS. Hcrnons3yeMble MEPBI U Cpell-
cTBa oGecreueHns 6e30MacHOCTH HH(POPMAILIMOHHBIX PECYPCOB HE JOJDKHBI 3aMETHO yXyIllaTh
SPrOHOMHMYECKHE MOKa3aTe M paboTEl KOMIIOHEHTOB MHDOPMALMORHOH CHCTEMBI aIMHHNCTpa-
npn pajiona. M3numHue mepsl G€30TMacHOCTH, TMOMHUMO IKOHOMHYECKOH Hed)eKTHBHOCTH,
TIPUBOISAT K YTOMJIEHHIO W Pa3[paXKeHHIO NepCoHana.

Co3/1aTh abcOMOTHO HENMPEOLOTHMYIO CHCTEMY 3aUINThl TPHHUMMHATEHO HEBO3MOXKHO.
Tloka repCOHANBHBIE TaHHBIC HAXOMATCH B OOPALICHWH, NPHHAMACMEIC MEpbI MOTYT TOIBKO
CHHM3WTh BEPOATHOCTH HETATHBHBIX BO3JEHCTBMH WIIHA yiepb OT HUX, HO HE MCKIIOYHTE HX
MOHOCTBIO. TIpH I0CTATOMHOM KOITHYECTBE BPEMEHH M CPEACTB BO3MOXHO TIPEOOTETE mobyto
aumTy. [109TOMY MMEET CMBICH paccMaTpHBaTh HEKOTOPBIA npHeMIIeMBIH ypoBeHb obecmete-
HHs Ge30macHOCTH. Bricokod(peKTHBHAs CHCTEMa 3aLUTHl CTOUT J0POTO, HCHOMB3YET IIPH pa-
6oTe CYLIECTBEHHYIO YaCTh PECYPCOB M MOXET CO3[aBaTh OLIYTHMBIC AOTOMHHUTEIIBHBIC He-
yao6eTBa MOMb30BaTENsM. BakHO MPaBnibHO BBIOPATH TOT JOCTATOYHBIH YPOBEHB 3AUIMTEHI,
TIpH KOTOPOM 3aTPaThl, PHCK i pa3Mep BO3MOXKHOTO yuiep6a Ob1TH OBl MPHEMITEMBIMH.

4.8.TlepcoHasnbHas OTBETCTBEHHOCT.

TIpeamonaraeT BO3NOXKEHWE OTBETCTBEHHOCTH 3a obecneyenre OE30TIACHOCTH T1EPCO-
HATBHBIX TAHHBIX M CHCTEMBI MX 00pabOTKH Ha KaXJA0TO COTpYIAHWKa B Mpejesax €ro MojiHo-
MOYHiL. B COOTBETCTBHHM C 3THM TPHHLIKTIOM pacnpeaeeHNC IIpas 1 obs3aHHOCTell COTPYIHH-
KOB CTPOMTCS TakiM 00pa3om, 4TOOBI B CiyHae MOBOT0 HapylIeHHs KpPYT BHHOBHHKOB OBIN
YeTKO M3BECTEH MITH CBEIEH K MHHUMYMY.

4.9 MuHUMHA3ALNS TTOJTHOM OUMH.

O3HauaeT MPeNOCTaBJIEHHE TONIb30BATENAM - MHHHMANBHBIX TpaB JOCTYMa B COOTBET-
cTBHM co cryxebHoi HeobXxomMocThIO. JIOCTYT K MEPCOHANBHBIM JaHHbIM IIOJKEH TIPEeNo-
CTABNSTHLCS TOJBKO B TOM Ciydae W ofbeme, €Clii 3TO HEOOX0AMMO COTPYAHMKY IUIS BBITIOTHE-
HHUS ero J0KHOCTHBIX 00s3aHHOCTEH.

410, WcxmoueHne KOH(INKTAa HHTEPECOB (pa3enenne pyHKIHH).

DddexTrBHAS cHcTeMa 00eCIeUeHH WH(}OPMALHOHHOR Ge30MacHOCTH NpeanonaracT
yeTKOE pasfieNienne 00A3aHHOCTEH COTPYIHHKOB W HCKIIOHCHHC cuTyaumii, korna chepa OTBET-
CTBEHHOCTH COTPYIHMKOB JIOMYCKAaeT KOH(QIIMKT HHTEPECOB. Cdepsl MOTEHIMAIBHBIX KOH-
()THKTOB JOJIKHBI BBISIBISITRCS, MUHUMH3HPOBATECS, 1 HAXOMTCS TIO CTPOTUM HE3aBHCHMBIM
KOHTpOHﬁM. Peanmm3zanus JaHHOTO TIPUHIIHAIA npennonarae’r, YTO HE OJAWH COTPYAHWK HC noJ-



KE€H HMETh MOJHOMOYHIA, TTO3BONAIONINX €MY EIMHOIWYHO OCYLUECTBISTH BBITTOJIHEHHE KpPH-
THYHBIX Ollepaunii. Hanenerne coTpyXHHKOB TOJTHOMOYHSIMH, MOPOXKAAIOIMMH KOH(INKT HH-
TEPECOB, JaeT €My BO3MOXKHOCTh TOATACOBBIBATE WH()OPMANIMIO B KOPBICTHBIX LEISIX MIH C
TeM, YTOOBI CKPBITE MPOOIEMEI HITH TTOHECEHHBIE YOBITKH. [[1S CHHXKEHHA PHCKA MaHHUTYJIHPO-
BaHMs TNepCOHATbHBIMH JaHHBIMM M pHCKa XWIIEHHS, TaKWe MOJIHOMOYHS JOJDKHBI B MaKCH-
MAQIBHO BO3MOXHOM CTerneHH OBITh pa3JieleHbl MEXIY pa3IMYHBIMH COTPYAHWKAMH WIIH TMOJ-
pasjeneHussMH aJIMHHUCTpanuH patioHa. HeoOXoxuMo MpOBOIMTL MEPHOIMYECKHE NPOBEPKH
obsi3aHHOCTEl, QYHKIHIT ¥ NeSTeTbHOCTH COTPYAHHKOB, BBITTOTHAIOUINX KIKOYEBble (YHKIWH,
C TeM, 9TOOBI OHH HE HMEIIH BO3MOXHOCTH CKPHIBATh COBEPIIEHHWE HEMPABOMEPHBIX NEHCTBHI.
Kpome Toro, HeoOX0IHMO NMPHHUMATH CIelHaTbHbIe MEPH! 10 HEAOMYIIEHHIO CrOBOPa MEXIY
COTPYIHHMKAMH.

4.11. B3auMomelcTBHE W COTPYIHHYECTRO.

ITpearnonaraet co3nanue OnaronpHsSTHOM aTMocgepbl B KOJIJIEKTHBE aIMWHHCTpALWH
paifoa. B Takoif oOGcTaHOBKE COTPYIHHKH NOJDKHBI OCO3HaHHO COONIOAATH YCTAHOBIIEHHBIE
TNpaBHJIa M OKa3LIBaTh COACHCTBHE NEATENBHOCTH aIMHHHCTpaTopa 6e3omnacHocTH HHpOopMaIn-
OHHOHM CHCTEMBI MEPCOHANTBHEIX JaHHBIX.

Baxxuabim 3nemerTOM 3(GEKTHBHON cHcTeMbl obecniedeHHsl O€30MacHOCTH MEPCOHATb-
HBIX JaHHBIX B aIMHHUCTpALMH paliOHa SBIAETCS BBICOKas KyIbTypa paboTel ¢ HHbOpMaIHe.
PykoBo/CTBO aAMHHHCTpalMK paifoHa HECET OTBETCTBEHHOCTH 3a CTPOroe CobNIONEHNE 3THYE-
CKMX HOPM H CTaHIapTOB NMpoQeCcCHOHATEHON AESTeTEHOCTH, TOIYePKHBAIOMIEH 1 IEMOHCTPH-
pyIoIeil rmepcoHany Ha BCEX YPOBHSX BaXHOCTH obecrieveHus WH(OpManmoHHoii Ge3omnacHo-
CTH aIMHHHUCTpalMK. Bee COTPYAHMKHY aIMUHHCTPALMH paiioHa TOJKHBI TOHUMATh CBOIO POITh
B mporecce obecnevenus HHPOPMAIMOHHOH 6€30MacHOCTH M MPHHNUMATD YJacTHE B 3TOM TTPO-
uecce. HecmoTps Ha To, 9TO BBICOKAS KynbTypa obecreveHus WHPpOpMaHOHHOH Ge30macHoOCTH
He TapaHTHpYeT aBTOMATHYeCKOro AOCTHMIKEHHS Lesel, ee OTCYTCTBHE co3aaeT Ooiblle BO3-
MOKHOCTEH /Uit HapyIueHHs 0e30MacHOCTH MM He 00HapyeHHs (PaKTOB ee HapylICHHS.

4.12. T'uOKOCTH CHCTEMBI 3AIUMTHI.

Cucrema obecnievenus nH(GopMannoRHOH Oe3omnacHocTH 10/DKHa OBITE criocoOHa pea-
THPOBATL HA U3MEHEHHMS BHEIUHEH CpPelbl U YCIIOBWH OCYILLECTBIIEHHS aIMHHUCTpalieil paliona
CBOEH HeATeNIbHOCTH. B UHCII0 TaKWX W3MEHEHHH BXOIAT:

— HM3MEHEHMS OPraHH3allMOHHON M IITATHOH CTPYKTYPBI aIMWHHCTPALIMM paiioHa;

— H3MEHEeHHe CYIIECTBYIOIUMX WM BHEIAPEHHE NMPHHUMITHAIBHO HOBBIX MH()OPMAIH-
OHHBIX CHCTEM;

— HOBBIE TEXHWYECKHE CPEJICTRA.

CrofictBo THOKOCTH cHcTeMEl obecnieyenns HHPOPMaMOHHOH Ge30nacHoCTH H36aBns-
€T B TaKHX CHUTyaUMsX OT HeOOXOAMMOCTH NPWHSATHS KapAHHAIBHBIX Mep 110 TOJHOM 3aMeHe
CPEeICTB U METOJIOB 3aIMTEI HA HOBBIE, YTO CHIXKAET €€ 0Oy CTOMMOCTE.

4.13. OTKpBITOCTH AITOPHTMOB ¥ MEXAHU3MOB 3aIIUTHI.

CyTe NpUHUMIA OTKPHITOCTH aNTOPHTMOB H MEXaHHW3MOB 3aIMTBI COCTOMT B TOM, HUTO
3alllMTa He JI0JDKHA 00eCTIeYnBaThCS TOJIBKO 3a CHET CeKPETHOCTH CTPYKTYPHOM OpraHM3allii |
QIrOPUTMOB (YHKIIHOHHPOBAHHS ee MOACHCTeM. 3HaHHe alTOpHTMOB paboThl CHCTEMBI 3allli-
TBI HE JIOJKHO NaBaTh BO3MOJKHOCTH €€ NPEeONoNeHns (axe aBTopaM). DTO, OIHAKO, HE 03Ha-

4aeT, yTo MH(popmaIms 06 HCIOTB3YEMBIX CHCTEMAX M MEXAHW3MAX 3alIAThl J0JIKHA OBITE 06-
IIEI0CTYTIHA.

4.14. TlpocToTa MpUMeHEHHS CPEeACTB 3aLINThI.

MexaHu3MBI 1 METO/bI 3aUTUTEI JOMKHEI OBITh WHTYHTHBHO TOHSTHBI H TMPOCTHI B HC-
T0JTB30BaHuN. [IpuMeHerne CpeIcTB H METOI0B 3aLIMTHI He JIOHKHO GBITh CBA3aHO CO 3HAHHMEM
CNIENHANTEHBIX A3BIKOB HIIH C BBITIOJNHEHHWEM NEHCTBHH, TpeOYIOMWNX 3HAYHTETBHBIX AOMOITHH-
TEJIBHBIX TPYA03aTpaT IpH 00BIMHOM paboTe 3aperncTpPUpPOBAHHEIX MONB30BATENEH, @ TAKKE He
JIOJKHO TPEOOBATE OT MOIB30BATENS BBITIONHEHNS PYTHHHBIX MATOTIOHATHBIX €My OTlepaLHil.

4.15. OBOCHOBaHHOCTBH M TEXHHYECKAS PeaTH3yeMOCTb.



MHdopmaunoHHbIe TEXHOTOTHH, TEXHHYECKHE U TPOrPAMMHbIE CPEJICTBA, CPEICTBA 1
MEpBbI 3aIH T TEPCOHATBHBIX JTaHHBIX JOJKHBI OBITH pealH30BaHbl Ha COBPEMEHHOM YPOBHE
PasBUTHSA HAYKH ¥ TEXHHMKH, 000CHOBAHBI ¢ TOYKH 3PEHUsI JOCTHIKEHHS 3a1aHHOTO YPOBHSA Ge3-
OTIaCHOCTH MH(OPMALIMH H 3KOHOMHYECKOH 11e/IecO00pa3HOCTH, @ TAKIKE IOJIIKHBI COOTBET-
CTBOBaTh YCTaHOBJICHHBIM HOpMaM M TpeOoBaHUAM 10 O€30MacHOCTH NePCOHATBHBIX JaHHBIX.

4.16. Creunamisauus U npo)eCCHOHATHIM.

IIpeanonaraer npusnevenne K paspaGoTke CPEACTB M peaM3aliy Mep 3alIMTHI epco-
HaTbHBIX JaHHBIX CIEUHANH3HPOBAHHBIX OpraHu3alui, Haubojee MOATOTOBJIEHHBIX K KOH-
KPETHOMY BHIY IeATEeIBHOCTH 10 00ecnedeHnIo 6e30nmacHOCTH HH(OPMALHOHHEIX PECYPCOB,
MMEIOIIMX OTBIT MPAKTHYeCKOH pabOThl M rOCYAapCTBEHHYIO TWIEH3HWIO Ha MPABO OKA3aHMs
yenyr B 3T0# o0nacTu. Peannsanus aAMHHHCTPATHBHBIX Mep M 3KCIUTyaTalHs CPEACTB 3alIHTHI
JOJKHA OCYIIECTBISATHCS MPO(ECCHOHABHO MOATOTORIEHHEIMH CHIEHATHCTAMH aIMHHHUCTpA-

MK paiioHa (aJIMHHHCTpaTopoM Oe30MacHOCTH HH(OPMALHOHHON CHCTEMBI MEPCOHANBHBIX
JIaHHBIX).

4.17.  OOBs3aTeNILHOCTb KOHTPOIIA.

[Ipeanonaraet 0643aTeIbHOCTE H CBOEBPEMEHHOCTD BBISIBIIEHHS M MPecedeHus MOMbITOK
HapyIIEHHs YCTAHOBIIEHHBIX NpaBuil, obecreyeHus 0€30MacHOCTH NMEepPCOHANBHBIX JaHHBIX, Ha
OCHOBE MCIIOJIB3YEMBIX CHCTEM H CpPEICTB 3alIWThl NMEPCOHAIBHBIX NAaHHBIX, MPH COBeplIeH-
CTBOBAHHH KPHUTEPHEB H METOIOB OLIEHKH 3(P(HEKTUBHOCTH ITHX CHCTEM M CPEJICTB.

KoHTpone 3a nesTenbHOCTBIO JI0O0Oro Moib30BaTes, KaKIOro CpeacTBa 3allMThl U B
OTHOLIEHHH mMoO0ro 00BeKTa 3allMTHl JO/UKEH OCYIIECTBISTHCS Ha OCHOBE TPHMEHEHMS
CPEJICTB OINEPATHBHOTO KOHTPOJIS M PErHCTPALMN M J0JDKEH OXBaThIBATh KaK HECAaHKIIHOHHMPO-
BaHHBIE, TAK ¥ CAHKLIMOHHUPOBAHHBIE ACHCTBHS MONb30BaTENeH.

Kpome Toro, sddextnBHas cucrema obecrieyenns wHbopMauMoHHOH Oe30macHOCTH
TpebyeT Hamu4Hs agexkBaTHOH M BceoOvemumomield WH(GOpPMAIMH O TEKyIIeM COCTOSIHHH TpO-
LIECCOB, CBSI3aHHBIX C IBW)XXEHHEM WHQOpMAIWH M CBEIEHHH O COOMIONEHWH YCTaHOBIIEHHBIX
HOPMATHBHBIX TPeOOBaHWH, a TaKXKe NOTIOTHHTENBHOH WH(pOPMAIMK, UMEIOLIEeH OTHOWIEHNE K
NpUHATHIO pemenwii. Mudopmanns nomkHa OBITH HalEKHOI, CBOEBPEMEHHOH, N0CTYMHOH M
NpaBUIBHO 0OPMIEHHOI].

Henocratku cucteMsl obecnieueHust HH(OpMaMOHHON 6€30MacHOCTH, BBISIBIEHHBIE CO-
TPYOHUKAMH aIMWHHCTPAllHH J10KHBI HEMEUTEHHO JOBOAMTHCSA 10 CBEIEHHS IIaBbl aIMHHM-
CTPaLHH M OTIEPATHBHO YCTPAHATHCS. BOMPOCK!, KOTOpBIE KaXYTCsl HE3HAYUTETbHBIMHU, KOT 14
OTIENBHEIE MPOLeCCHl pacCMaTPUBAIOTCS H30JIHPOBAHHO, NPH PACCMOTPEHHH WX Hapsay ¢ Apy-
TMMH acreKTaMi MOTYT yKa3aTb Ha OTpULaTebHble TeHACHLIWH, TPO3sUIHe TepepacTH B Kpyri-
HBIE HEIOCTATKH, €CITH OHH He OYAyT CBOCBPEMEHHO YCTPaHEHBI.

5. Mepbl, MeTOABI 1 cpeacTBa odecreyeHnsi TpedyeMoro ypoBHst 3amnThl HHpoOp-
MAIHONHBIX PECYPCOB

5.1 Meps1 obecrieyeHns HHPOPMAUMOHHOI 0€30MacHOCTH

Bce mepsl obecnedenus 6e3omacHOCTH MHQOPMALIMOHHOW CHCTEMBI aJIMWHHCTpAaLWH
paiioHa noJapa3aensaioTCs Ha:

— MpaBOBbIE (3aKOHOAATEIBHBIE);

— MOpabHO-3THYECKHE;

— TEeXHOJIOTHYEeCKHe,

— OpraHu3alWoHHBbIE (AIMWHHUCTPATHBHEIE);

- (usnveckue;

— TexXHW4YecKHe (anmapaTypHble H TPOrpaMMHBIE).

5.1.1.3akoHonaTeNbHBIe (MPaBOBBIE) MEPHI 3ALLUTHI.

K npaBoBbIM MepaM 3alIHThl OTHOCATCA NEHCTBYIOLIME B CTPAHE 3aKOHBI, YKa3bl H HOP-
MaTHBHBIE aKThl, PerJaMeHTHPYIOUIHe NpaBuia obpalleHus ¢ NMepCOHATBHBIMU JaHHBIMHU, 3a-
KpeTUISIONINE NpaBa ¥ 00S3aHHOCTH yYaCTHUKOB MH(OPMAIIHOHHBIX OTHOIIECHHH B TPOLIECCE MX
06paboTK¥ ¥ WMCIOIB30BAHKS, a TAKKe YCTAaHABIMBAIOUIME OTBETCTBEHHOCTh 3a HapyLIEHMS
5THX mpaBun. [IpaBoBBIe MepH! 3aLIMTHI HOCAT B OCHOBHOM YTPEXIAIOUMH, mpodurakTidye-



ckuil xapaktep M TpeGYIOT MOCTOSHHOM pa3biCHHTENIBHON paGoTEI ¢ MOJB30BATENAIMA U 00-
CITY>KHBAIOIIMM TIEPCOHANIOM HHGOPMAHOHHOM CHCTEMBI AIMUHUCTPALH paifoHa.

5.1.2.MopanbHO-3THYECKHE MEPBI 3aLIUTHL.

K MOpambHO-3THYECKHM MepaM OTHOCATCS HOPMBI TMOBELCHHS, KOTOPRIC TPaIUIIHOHHO
COMKHJINC HJTH CKIAIBIBAIOTCS 0 MEpe PACTPOCTpaHeHHs HHPOPMAIMOHHBIX TEXHOJIOTHH B
o6mecTBe. JTH HOPMBI GOMbIIEHl YaCTBIO HE SBISIOTCS 0OS3aTENbHBIMH, KAk 3aKOHORATEILHO
yTBepKIEHHbIe HOPMaTHUBHBIE aKTHI, OIHAKO, X HecoOMOIeHe MOXET NIPUBECTH K MaIEHHIO
ABTOPHTETa, MPECTHKa YeNoBeKa, TPYIIIbl JHI WK aIMHHHCTPALUH B LCIOM. MopainbsHo-
3THYECKHEe HOPMbI OLIBAIOT KaK HEMWCaHbIe, TaK U MUCaHBIC, TO ECTh o(OopMIIEHHBIE B HEKOTO-
pEIH cBOA (YCTaB) MPaBHI WIM TpeAnucanyii. MoparbHO-OTHHECKHE MEpHI 3aIIATH! SBIISIOTCH
PODHIAKTHYECKHMH ¥ TPeGYIOT MOCTOSHHOH paboThl MO CO3NAHMIO 3M0POBOTO MOpPaITBHOTO
KJIMMaTa B KOJIJIEKTHBE.

5.1.3.TexHOJOTHYEeCKHE MEPBI 3aAIHTHI.

K naHHOMY BHIY MEp 3aIUMTBI OTHOCATCS PasHOro poja TeXHOJOTHYECKHE PEIICHHUS U
TIpHEMBI, OCHOBaHHbIE Ha HCIIONB30BAHMM HEKOTOPBIX BHIOB H30BITOYHOCTH (CTPYKTYPHOH,
(QYHKIMOHATBHOH, WHPOPMALMOHHOH, BPEMEHHOH H T..) ¥ HAarpaBlieHHbIE Ha YMEHBILICHWE
BO3MOKHOCTH COBEpIIEHHs COTPYAHHKAaMH OIMOOK W HApYLICHWH B paMKax MpeAoCTaBICHHBIX
WM IIpaB ¥ TIOJTHOMOYHH.

5.1.4.Opranu3alHoHHEIE (AIMHHUCTPATHBHBIC) MEPBI 3AIIHTHL.

OpraHn3auvoHHbIe (AIMHHHCTPATHBHBIE) MEPBI 3aLIMThI - 3TO MEPBI OPraHU3aUHOHHOTO
XapakTepa, periaMeHTHPYIOHE MPOUecchl QYHKIMOHHPOBAHUS CHCTEMBI obpaboTku mepco-
HATLHEIX JaHHBIX, HCIIOTB30BAHUE €€ PECYPCOB, AeATeIbHOCTE 00CTY)KHBAIOMIEro NepcoHana, a
TaKKe TOPSIOK B3aMMOMEHCTBHS [MOJB30BATENeH C CHCTEMOH TakuM o0pasoM, 4yTOOBl B
HAuGOMbIIEH CTEMeHH 3aTPYIHNTH WIH HCKIIOYHTH BO3MOKHOCTB PeaTu3alun yrpo3 besomac-
HOCTH MJTH CHH3HMTBb pa3Mep NoTeph B CIyYae WX peai3alny.

5.2. ®opMIpOBaHHE MOIMTHKHA Oe30MacHOCTH.

[aBHas UeTb aIMHHUCTPATHBHBIX Mep, NMPEANPHHHMAeMbIX Ha BBICIIEM YTpaBJcHHe-
CKOM YpOBHE - chOpPMHpPOBATh MOIKUTHKY B 0061acTh obecreveris 6€30MacHOCTH MepCoHalTb-
HBIX JAaHHBIX (OTPaXKAKOIIYIO TOAXOIBI K 3alMTe MEPCOHATBHBIX IaHHbIX) H 00ECTICTHTE €€ BhI-
TIQJIHEHHNE, BIIENss HeOOXO0IMMBIE pecYPChl H KOHTPOJIUPYSl COCTOSHHUE e

C mpakTHYecKoi TOUKH 3peHHs MOMNTHKY B oOnacTu obecriedeHns OE30MacCHOCTH Tep-
COHATBHBIX JAHHBIX B AJMHHICTpAlMM paiioHa uenecoobpasHo pa3ouTe Ha jasa ypoBHS. K
BEPXHEMY YPOBHIO OTHOCSTCS PEUIeHHs PYKOBOACTBA, 3aTparuBaolIne AeATENbHOCTE aAMHHH-
cTpatmy B uenom. [lonuTHKa BepXHEro YPOBHS JOJKHA YETKO OMEPTHTH chepy BIHSAHHS H
OTpaHMYEHHs TIPH ONpesieNleHNH 1enelt 6e30MacHOCTH NepCOHAIBHEIX IaHHBIX, ONPEICTHTD Ka-
KAMHM pecypcamy (MaTepHanbHble, CTPYKTYPHBIE, OPraHH3allMOHHBIE) OHI OYIyT JOCTHTHYTEI,
¥ HAlTH PasyMHBIH KOMITPOMHCC MEXIY TIpHEMIEeMBIM YPOBHEM (e30MacHOCTH W (YHKIHO-
HATBHOCTBIO.

[ToNHTHKA HWKHETO YPOBHSI, ONIpeeNSeT NMPOLENypPhl, W TIpaBHia IOCTHKEHNUS LeNeH 1
perTeHns 3a1a4 6e30MacHOCTH MePCOHABHBIX IaHHBIX M JIeTalH3UpYeT (pernamMeHTHpyeT) oTH
npaBHIa:

—  KaxoBBI pOIH M 005S3aHHOCTH JO/DKHOCTHBIX JIHI, OTBEYAIOUIHe 32 NPOBEJEHHE TI0-
JTUTHKH G€30MTacHOCTH MEePCOHANBHBIX JIaHHBIX;

— KTO MMEET TIpaBa JOCTYyNa K MepCOHaJbHBIM JaHHBIM, KTO M TNPH KakWX YCIIOBHX
MOXET YUTATH U MOIH(DHLIHPOBATE MEPCOHANBHEIE TaHHBIE W T.II.

[TosmTHKa HHXKHErO YPOBHA JOJDKHA:

—  NpelycMaTpHBaTh PEeriaMeHT WH(POPMAUMOHHBIX OTHOLIEHHH, HCKIIOYAOUIHX BO3-
MOJKHOCTE TIPOW3BOJIBHBIX, MOHOMO/BHBIX MM HECAHKIMOHMPOBAHHBIX JEHCTBHIl B OTHOLUE-
HHH HH)OPMALIMOHHBIX PECYPCOB;

—  OmNpenensiTh KOATHLHOHHbIE M MepapXWYeCKHe TMPUHIMITEI W METOMbl pa3le/IeHMs
CEKpPETOB M pasrpaHHyeHus JOCTYTa K TepCOHATBHBIM JaHHbIM;



— BHIOMpaTh TPOrPAMMHO-TEXHHUECKHE (anmapaTHble) CpeacTsa MPOTHBOJAEHCTBHIS
HCJI, ayTeHTH]HKAIWK, aBTOPH3AUNH, MIEHTH(QHKALUMK W OPYrHX 3allMTHBIX MEXaHW3MOB,
0BeCTIeUMBAIOIIMX TADAHTHH PeaTH3alliy TIpaB i OTBETCTBEHHOCTH CYOBEKTOB MH(OPMAIIUOH-
HBIX OTHOIICHHH.

3.3.PernameHTanus J0CTyNa B TTOMELICHHA.

KOMMOHEHTEl WHQOPMAIMOKHON CHCTEMBl aIMWHHWCTPALHMM paiOHa JODKHBI pasMme-
MATHCS B MOMEIIEHHSX, HaXOIAIIMXCS 01 OXPAaHOH MM HAOIFOIEHHEM, HCKIIHOYAIOIIM BO3-
MOYKHOCTB GeCKOHTPOIBHOTO TPOHHKHOBEHUS B MIOMEIIEHHs TTOCTOPOHHIX JIHIL i obecrieunpa-
IOIMM (DPH3HYECKYIO COXPAHHOCTh HAXOUSIIMXCS B MOMEUICHHH 3alIMIIACMBIX peCypCoB (o-
kymeHTOB, APM 1 T.1.). Y6opka TakuX NOMELICHHH N0DKHA MPOM3BOAWTECS B NMPHCYTCTBHH
OTBETCTBEHHOTO COTPYIHHKA, 33 KOTOPBIM 3aKpeTUIeHbl JaHHbIE KOMIIOHEHTBI, ¢ COOIOICHHEM
Mep, HCKJTIOHAIOMIMX J0CTYT TOCTOPOHKMX JIMIL K 3alHIaeMbIM HH(OPMALMOHHBIM peCypcaM.

Bo Bpemst 06paG0oTKH TEepCOHANBHEIX JaHHBIX B TAKHX MOMELIEHHSX NODKEH NMPHCYT-
CTBOBATH TOTHKO MEPCOHAT, IOMYIEHHBIH K paboTe ¢ IepCOHATBHBIMA TaHHBIMH. 3anperraeTcs
NpyeM ToceTHTeNel B NOMEIICHMSIX, KOTIa ocymecTeseTcs 00paboTka NMepcoHalbHEIX JaH-
HBIX.

ITo okoHuaHuH pabouero AHs, TOMEIIEHHs, B KOTOPBIX PA3MEMATCs KOMITOHEHTBI HH-
hOpMAIMOHHO# CHCTEMB! AIMHHUCTPALNH PaOHa, NOJDKHBI 3aITHPATHCS Ha KITIOH.

B crydae ocHamIeHWs TOMEILEeHHIT CpelCTBaMH OXPAaHHOH CHTHAIM3alNH, @ TAKKe aB-
TOMATH3UPOBAHHON CHCTEMOl TpHEMa W PErHCTpalyi CHTHAIOB OT 3THX CPEICTB, MPHEM-
claya TAKMX TOMEINEHHIT MO OXPaHy OCYLIECTBIISIETCS Ha OCHOBAHMH CTIEIMANBHO pa3pabaThI-
BaEMOW WHCTPYKIIHH.

5.4.PernaMeHTanus J0MYCKa COTPYAHHMKOB K HCIOJB30BAHMIO MH)OPMALMOHHBIX pe-
CYpCOB

B pamkax pazpelrHTeTbHOI CHCTeMbI (MATPHIIBI) I0CTYNa YCTAaHABIMBAETCA: KTO, KOMY,
KaKyro WHGOPMAIIMIO U TS KAKOTO BH/4 JIOCTYIa MOXKET MPEJOCTABHTD M TTPH KaKuX yCIOBHSIX.

Jlomyck moss3oBaTeneit K paborte ¢ HHGOPMAIIHOHHOM CHCTEMO aIMHHHCTPALMY | J10-
CTYN K ee pecypcam J0JKeH OBITh CTPOrO perjaMeHTHpoBaH. JIoObIe M3MEHEHHs COCTaBa U
MOJTHOMOYHII TTOTB30BATENEH TMOACHCTEM JI0JIXKHBI TPOM3BOAUTLECA YCTAHOBJICHHBIM MTOPAIIKOM.

VpOBeHB TIOTHOMOYHH K&KIOTO MOTB30BATENS ONpPEAENSeTCs! HHANBHAYANBHO, COOMO-
nas clenyromne TpeOoBaHN:

—~  KaXIBIH COTPYIHHK TONb3YeTCs TOTBbKO MpEeINMMCaHHBIMU €MY TNpaBaMH Mo OTHO-
LIEHHIO K TIepCOHATbHBIM IaHHBIM, C KOTOPBIMH eMy HeoOXoanma paboTaTh B COOTBETCTBUH C
JIOKHOCTHBIMM 00s13aHHOCTAMHA. Pacmvpenue nmpas JOCTYNa M TPEJOCTaBJICHHE N0CTYyTa K
JOTIOHATEBHBIM HHOOPMALIMOHHEBIX pecypcam, B 00g3aTeIbHOM TMOPSIIKe, J0JIKHO COTIaco-
BBIBATHCH C aIMHUHHCTpaTOpoM Oe30macHoCTH HHPOPMALIMOHHOH CHCTEMBI IIEPCOHANIBHBIX aH-
HBIX]

— r7aBa pafioHa MMeeT NpaBa Ha MPOCMOTP MHPOPMALHH CBOMX MOXYHHERHBIX TOJIBKO
B YCTAHOBJICHHEIX TPEJENax B COOTBETCTBHH CO CBOMMM JIOJDKHOCTHBIMH 0053aHHOCTIMH.

Bce cOTpyIHMKH aIMHHMCTPAlMM pafoHa u OOCTYKHBAIOUIMHA TEpPCOHAT, 0JIKHBL
HECTH TepCOHANBHYK OTBETCTBEHHOCTH 32 HapyLIeHWs YCTaHOBJIEHHOIO TMOpsiKa obpaboTku
NMePCOHATBHBIX IaHHBIX, PABUI XPAHEHHs, UCTONb30BAHNA W MEpeati HaXOLMHXCH B MX
PACTIOPSKEHHH 3aUIMIIAEMBIX PECYPCOB CHCTEMBI. Kanblii COTPYIHUK (mpu mpueme Ha pabo-
Ty) JOJKEH TIOAMMCEIBATE 00S3aTeNBCTBO O COOMIONCHHH M OTBETCTBEHHOCTH 3a HApYyIICHHC
YCTAHOBIEHHBIX TPeOOBAHMH O COXPAHEHHIO MEPCOHATBHBIX NTaHHBIX aIMHHNCTPALNH paiioHa.

O6paboTka NepCoHATBHBIX JaHHEIX B KOMITOHEHTAX WH(QOPMAILIMOHHON CHCTEMBI aZIMH-
HECTpaLMHU paiioHa T0/DKHA TPOM3BOAHTECS B COOTBETCTBUHM C YTBEPXKICHHBIMH TEXHOIOTHYE-
CKMMH WHCTPYKIMAMH.

5.5 PernaMeHTaums npoLUeccoB 00CIYy)KHBAHHUA W OCYLICCTBIICHHS MOIM(MKALIMK arna-
paTHBIX ¥ MPOTPaMMHBIX PeCypCcoB

B uensx TOMICPKAHWS pexnMa WHPOPMAIMOHHON Oe30macHoCTH  anmapaTHo-
MporpamMMHasl KOH(QWTypalws aBTOMAaTH3HPOBAHHBIX pabouMx MecT COTPYAHHKOB aJIMWHH-
CTpallMM paiiOHa, C KOTOPBIX BO3MOXEH IOCTYN K pecypcam WH(POPMAIIMOHHOII CHCTEMBI,



IOIKHA COOTBETCTBOBATh KPYTY BO3JIOXKEHHBIX Ha NAHHBIX MOJb30BaTesiell (yHKIHOHATBHBIX
o0s13aHHOCTEH.

B komnoneHTax HMHQOpPMAIMOHHOM CHCTEMBI M Ha paboyMX MecTaX INOIb30BaTelleH
JIOJDKHBI YCTAHABIMBATECS W HCTIONB30BATLCS JIMIIEH3HOHHBIE TPOTPaMMHBIE CPEJICTBA.

5.6.06ecrievenrie ¥ KOHTPOJIb (PU3WHECKOH LIETOCTHOCTH (HEW3MEHHOCTH KOH(Hrypa-
IIMH) anmnapaTHBIX pecypcoB

ObopynoBanue WHGOPMALMOHHOH CHCTEMBI, HCIIONB3yeMOE MU HOCTYNa H XpaHeHHs
NEepCOHATBHBIX JaHHBIX, K KOTOPOMY IOCTYTl OOC/TY>KHMBArOLIErO TEPCOHANIAa B MPOIIECCe 3KC-
TuIyaTauii He TpedyeTcs, nocie HamaJoYHbIX, PEMOHTHBIX H MHBIX paboT, CBA3aHHBIX C IOCTY-
TIOM K €r0 KOMITOHEHTaM J0JKHO 3aKphIBAaThCA.

5.7.TTonGop ¥ MOArOTOBKA NepcoHana, o0ydeHne mob3oBaTeen

[Tons3oBatenu WHGOPMALKMOHHON CHCTEMBI aIMMHMCTpAlMK paloHa, a TakKe PyKOBO-
IOAMIAR 1 00CTY)KHBAKOIIKMH NepCOHa JOKHBI OBITh 03HAKOMIIEHBI CO CBOWM YPOBHEM TOTTHO-
MOYHIi, a TAK)KE OPraHU3aAILMOHHO-PACTIOPIANTEILHON, HOPMATHBHOMN, TEXHUYECKOH M dKCIITya-
TAlMOHHOM JOKyMeHTaluedl, onpenensiomei TpeGoBaHHS W MOPAI0K 0OpabOTKH TMepCOHaNb-
HBIX JaHHBIX B aJIMHHHCTpaluH paHoHa.

Obecrieyenne 0€30MAaCHOCTH TMEPCOHAIBHBIX JaHHBIX BO3MOXHO TOJBKO TOCIE BbIpa-
OOTKH y ToNb30BaTeNeil onpeneneHHoil KynbTypsl pabOTEL, T.€. HOPM, o0s3aTeNBHBIX OIS UC-
TIOJTHEHHS BCEMH, KTO paboTaeT ¢ HH)OPMAUHOHHBIMH pecypcaMi aIMHHHCTpAlliK padoHa. K
TAKHM HOPMaM MOJKHO OTHECTH 3arpelieHue TI00BIX YMBIIIJICHHBIX WX HEYMBIIIJICHHLIX neti-
CTBHIH, KOTOpble HAPYIIal0OT HOPMATbHYIO pPaboTy KOMIOHEHTOB WH(OPMALIMOHHOH CHCTEMBI,
BBI3BIBAIOT JOTIOJHUTENLHBIE 3aTPAThl PECYpPCOB, HAPYIIAIOT LENOCTHOCTE XpaHHMOH U obpaba-
TBIBAEMON WH(OPMAIIMH, HAPYIUAIOT WHTEPECH 3aKOHHBIX TOJIB30BATENeH, BIAIENBELUCB HITH
COOCTBEHHHMKOB.

Bce nonw3osarenn wHOOPMAIIMOHHOH CHCTEMB! aIMHHNCTPALIMK paiioHa JT0/KHEI OBITH
03HAaKOMJIEHBI C OpraHW3aLHOHHO—pPACTIOPAIUTETbHBIMH TIOKYMEHTaMH TI0 obecrneuennio He3-
OMAacHOCTH TePCOHANBHBIX JaHHBIX aJIMHHUCTPAIMH paioHa, B 4acTH, UX KacarouieHcs, 10JK-
HBI 3HaTh H HEYKOCHUTEIBHO BBITIOHATE WHCTPYKIIMA H 3HaTh 001He 00A3aHHOCTH 1O obecrre-
yeHHI0 0€30MacHOCTH TIepCOHANBHBIX JaHHBIX. JloBeneHne TpeboBaHMH yKa3aHHBIX JIOKYMEH-
TOB IO JIWII, JOMYIIEHHBIX K 00paboTKe 3allMINaeMbIX MMEePCOHANBHBIX JaHHBIX, JIOJDKHO OCY-
IIECTBISTHCS MO POCITHCE.

5.8.OTBEeTCTBEHHOCTh 3a HApYyIIEHWd YCTAHOBJIEHHOTO TIOPSIAKA IOJIb30BaHUsI pecypcea-
MH WH(POPMALMOHHOH CHCTEMBI aIMMHHCTPALIUH paifoHa.

Mepa OTBETCTBEHHOCTH MepcoHala 3a JeficTBUsA, COBEPIIEHHBIEC B HAPYIIEHWE YCTaHOB-
NEeHHBIX TpaBui obecrievenns OezomacHOil paboTBI ¢ NMEpPCOHATBHBIMH IaHHBIMH, I0JDKHA
ONIPENeNAThCS HAHECEHHBIM yIiepOoM, HATMYHEM 37070 yMbICTa M APYIWMH (akTopamu o
YCMOTPEHHIO TJIaBbl aIMWHHCTPALMH paiioHa.

Jing peanu3alny NPHHIANA MepCOHAILHOM OTBETCTBEHHOCTH TMOJIB30BATENCH 3a CBOM
MeHCTBHS HEOOXOAUMBI:

— WHIWBHIyaTbHas WICHTH(HKALMs T0Jb30BaTENCH W WHHIMMPOBAHHBIX MMM TIPO-
1IECCOB, T.€. YCTaHOBJIEHHE 3a HUMK naeHTH(rkartopa (login, Username), Ha 6aze kotoporo 0y-
JIET OCYLIECTBIIATELCS pa3rpaHHyueHie J0CTYNa B COOTBETCTBHH C MPUHIHMIIOM 0OO0CHOBAHHOCTH
JocTyna;

— TMpoBepka NMOJTHHHOCTH Nosb3oBaTenell (ayTeHTH(HKaLKsA) Ha OCHOBE MapoJIeH;

— peakius Ha TONBITKH HeCAaHKIIMOHMPOBAHHOTO JOCTYyMNA (CHrHATH3aLus, OIOKHpPOB-
Ka | T.0I.).

5.9.Cpenctsa obecnieuenns 6e30MacHOCTH NEPCOHANBHBIX JaHHBIX

Ins obecrievennss WHpoOpMaUMOHHON Oe30macHOCTH aIMMHMCTpALMK paioHa MCIO0JNb-
3YIOTCS CNEAYIONIHE CPEICTBA 3aLIHTHI:

— (pU3UIeCKHe CPelCTRa;
— TexHWYecKHe CpelCcTBa;
—  cpelcTBa MIEHTH(HUKAUMK ¥ ayTeHTH(QHUKALHMH TTOTb30BaTENeH;



—  CpelCTBa pasrpaHHuEeHHs N0CTYIIa;

— cpezcTBa ofecreyeHns B KOHTPOJIS UETOCTHOCTH;

—  CpeJCTBa ONEepaTHBHOTO KOHTPOIIA H PErHCTpPaliK COOBITHIA Oe30MacHOCTH.

Cpe/IcTBa 3aIIMTEI 0JKHBI IPUMEHSTECS KO BCEM Pecypeam HH(OPMalMOHHOH cucTe-
MBI 2IMHEHCTPALIHHA PaifOHa, HE3aBUCHMO OT HX BHIa H (OPMBI PEeICTaBNeHNs WHOPMALH B
HHX.

5.9. 1. duznuyecKue CpeacTBa 3alHThI

duznueckie Mepsl 3aMIUTHl OCHOBAHBI HA MPUMEHEHHH Pa3sHOro pojia MEXaHHIECKHX,
3NEKTPOHHBIX HITH JNIEKTPOHHO-MEXaHWYECKHX YCTPOHCTB M COOpY)KeHHH, CMEelHaTbHO Mpen-
Ha3HAYEHHBIX UTA CO3JAaHUs (DH3WUECKHX NPEMATCTBHH HA BO3MOXKHBIX MyTAX MPOHHKHOBEHNA
M JI0CTYMA MOTEHUHATBHBIX HApYIIWTENeH K KOMIIOHEHTaM CHCTEMBI M 3alIMIIACMBIM TIEPCO-
HaTBHBIM JAHHBIM, a8 TAKXKEe TEXHWYECKHX CPEeJICTB BH3yalbHOro HaOJIONeHHs, CBA3H W OXpaH-
HOH CHTH&/IM3aLUH.

Jlns obecrievenns QU3HYecKOH 0e30MacHOCTH KOMIIOHEHTOB WH(OPMALIMOHHOH CHCTE-
MBIl aIMHHHCTpALMK paioHa HEOOXOJMMO OCYLIECTBIATE PAA OPraHW3AlHOHHBIX M TEXHWHE-
CKMX MEpPOTIPHATHIH, BKITIOYAIOMIMX: TIPOBEPKY 000pYNOBaHHMS, MpeIHa3HAYCHHOr0 s obpa-
GOTKH NMEPCOHANBHBIX JaHHBIX, Ha:

—  HaJWYHe ChenHalbHO BHEAPEHHBIX 3aKIaJIHbIX YCTPOHCTB;

— BBeJIeHHE JIOTOJHUTEIBHEIX OrpaHMYeHHMH MO HOCTYNY B NOMELICHHS, IpeIHasHa-
YyeHHBIE [T XpaHeHHs # 00pabOTKM MepCOHANBHBIX IaHHBIX]

— obopyznosanue cucTeM WH(OOpPMATH3ALKMH YCTPOICTBAMH 3allMTBI OT cboes anex-
TPOTIUTAHHUS M TIOMEX B JIMHUSX CBSI3H.

5.9.2 TexHuvecKHe cpeCTBa 3aAlIUTEI

Texunueckue (annapaTHO-NPOrPaMMHBIE) MepB! 3aLMTEl OCHOBAHBI Ha HCIOJIb30BaHHH
PA3THYHBIX JIEKTPOHHBIX YCTPOHCTB M CMELHATBLHBIX TPOTPaMM U BBITIONHAIOLIMX (CaMOCTOs-
TeJBHO WM B KOMIUJIEKCE C APYIMMH CpeacTBaMH) (YHKIMHM 3alIUThl (MACHTHQHKAUHMIO M
ayTeHTH(HKALMIO TOoJb3oBaTeslell, pasrpaHHueHHe J0CTYNa K PecypcaM, PerHCTpalnio coObl-
THii, KpUnTOrpadHIecKoe 3aKpuITHE HHGOPMALIMHK M T.L.).

C yuerom Bcex TpeGOBaHMIl W NMPUHIMIOB oOecrieueHns: HE30TIaCHOCTH NMepCOHATBHBIX
J@HHBIX 110 BCEM HalNpPaBIEHMSIM 3aLIUTE B COCTAB CHCTEMBI 3aLIMThI I0JDKHBI OBITh BKITIOYEHEI
CIeIYIOLIHEe CPEACTBA:

— CcpencTBa pasrpaHUYeHMs JOCTYTA K JaHHBIM

— CpeicTBa PerMCcTpallMM JOCTYNa K KOMIIOHEHTaM WH()OPMALHOHHON CHCTEMBI H
KOHTPOJIS 3@ HCTTOIb30BaHWEM WH(OPMALIHH;

—  CcpeJcTBA pearMpoBaHHs Ha HapyLIeHHs pexuma HH(OPMalHOHHOH Oe30MacHOCTH.

Ha TexHuueckHe CpelcTBa 3alllWThl BO3j1aracTcsl pelleHHe CIENYyIUIMX OCHOBHBIX 3a-
Jau:

—  WaeHTHQHUKALWS W ayTeHTH(QHKALKS NOoIb30BaTe/IeH TPH MOMOIIA HMEH WM CIIeLH-
aTbHBIX anmapaTHex cpeacTs (Advantor, Touch Memory, Smart Card u T.11.);

—  pernameHTauMs W yNpaBlieHHe JOCTYTIOM M0b30BaTeNell B NOMELIEHH S, K Qu3nde-
CKHMM M JIOTHYECKMM YCTPOHCTBAM;

—  3ammMTa OT NPOHHKHOBEHHS KOMITBIOTEPHEIX BHPYCOB M PaspylIWTEBHOTO BO3MEH-
CTBHS BPEIOHOCHBIX MPOTPaMM;

—  perucTpauMs BceX ACHCTBHH MONL30BATENS B 3AlIMIICHHOM JKypHalle, HaIH4HE He-
CKOJIBKMX YPOBHEH permcTpain;

—  3amIMTa JaHHBIX CHCTEMBI 3alIWThI Ha (ailloBOM cepBepe OT J0CTYMNa Moab30BaTe-

neH, B YbH JOJIKHOCTHBIE 00513aHHOCTY HE BXOIHT pa60Ta C HH(i)OpMaI.IHH, Haxoaguencs Ha
HEM.

5.9.3. CpezcrBa HAEHTH(HKAIIMY ¥ ayTeHTH(QHKALIMH TOTb30BaTeNeH

B mensx npenotspaiietns paboTsl ¢ pecypcaMn WH()OPMAUMOHHOR CHCTEMBI aJIMHHH-
CTpalMK paiioHa MOCTOPOHHMX WLl HeoOXoaumo 00ECNeyHTh BO3MOXKHOCTh pacro3HaBaHMs
KaXJIOTO JIETABHOTO MOTB30BaTeNs (MM rpyni nonb3osareneit). Jng naeHTHQUKALHE MOTYT



NPUMEHSTBCS PA3TMYHOTO pojla yCTPOHCTBA: MArHUTHBIE KAPTOUKH, KIIIOYH, KJIHOUEBbIC BCTaB-
KM, TUCKETHI ¥ T.TI.

AytenTHHUKaMs (MOATBEPXKIEHHE MOUTMHHOCTH) MOJTBb30BATENEH TaKkKe MOKET OCy-
LIECTBISATHCSA:

— IIyTeM TIPOBEPKH HAIWYHS Yy MOJb30BaTeNel KakWX-THOO CIEMalIbHBIX YCTPOHCTB
(MarHMTHBIX KapTOYEK, KIOYeH, KIIIOUEBbIX BCTABOK M T.I.);

— myTeM TIPOBEPKH 3HAHHUS MMHU naposiel;

— TIYyTEM TPOBEPKH YHHKAIBHBIX (U3WUYECKHUX XapakTEepPHCTHK W NapaMeTpoB CaMHX
noJb30BaTesIel MpH MOMOIH CTIELHATBHBIX OHOMETPHUYECKHX YCTPOHCTB.

5.9.4.CpesicTBa pa3rpaHHUeHHs J0CTYTA

30HBI OTBETCTBEHHOCTH M 3a/1a4¥H KOHKPETHBIX TEXHHYECKUX CPENCTB 3aIIUTHI yCTaHAB-
JIMBAIOTCSA MUCXOJSA M3 MX BO3MOXXHOCTEH W OKCITYaTallMOHHBIX XaPAKTEPHCTHK, OMHMCAHHBIX B
JIOKYMEHTAIMH Ha aHHble CPE/ICTBA.

TexuuyeckHe cpeacTBa pasrpaHHYEHHs JOCTyNa JODKHBI 110 BO3MOXKHOCTH OBITH CO-
CTaBHOM YacTBIO €IHHON CHCTEMBI KOHTPOJIS JOCTYTIA:

—  Ha KOHTPOJHPYEMYIO TEPPUTOPHIO;

— B OTAEJBHEIE TTOMEIIEHNUS;

— K KOMTIOHEHTaM WHQ)OPMaIlMOHHOH Ccpelbl aIMHUHMCTPAlHH paiioHa W 3NIeMEHTaM
CHCTEMBI 3aMIMThI TEPCOHANBHBIX JaHHBIX ((pu3udecknit 10CTy);

- K WHDOPMAIMOHHBIM pecypcaM (IOKyMeHTaM, HOCHTeNsM MHpOpMalnH, Qainam,
HabOpaM JaHHBIX, apXHBAM, CITPABKaM H T.1L.);

— K aKTHBHBIM pecypcaM (MpUKIaIHbIM IIPOrpaMMam, 3aa4yam u T.11.);

— K OTepauMoHHOM CHCTeMe, CHCTEMHBIM MporpaMMam | MporpamMMaM 3alliuThI.

5.9.5.Cpencrea obecneyeHns ¥ KOHTPOJIA LETOCTHOCTH

Cpeactsa obecrneyeHns UeJOCTHOCTH BKIIIOYAIOT B CBOH COCTaB CPENCTBA PE3CPBHOIO
KOMHMpPOBAHMS, TIPOTPAMMBI aHTHBUPYCHOH 3aIUMTHI, TPOrpaMMEl BOCCTAHOBJIEHHS! LETOCTHOCTH
OTepalOHHOMN cpelibl ¥ 0a3 TaHHBIX.

CpezicTBa KOHTPOJIS LEJOCTHOCTH WH(OPMALIMOHHEIX PECYyPCOB CHCTEMBI TpeHa3Hate-
HBI JUIS CBOEBPEMEHHOTO OOHapyXeHWs MOAMGHKALMK HIH HCKaXKEHHA PECYpCOB CHCTCMBI.
OHH TTO3BOTSIIOT 00ECTeYHTh MPABHIBHOCTh QYHKIIMOHUPOBAHHS CUCTEMBI 3alIHMTHI H LIEN0CT-
HOCTB XpaHuMoi u obpabaTsiBaeMoii HHpOPMALIHH.

KOHTPO/Tb HETOCTHOCTH WHPOPMALIMH H CPEJICTB 3ALIUTHI, C UENTBbIO 00ECTeUeHU HEU3-
MEHHOCTH WH(OPMAIMOHHON Cpellbl, OTpesenseMoil NMpelyCMOTPeHHOH TeXHOIOrHeH obpa-
GOTKH, ¥ 3aLIMTHI OT HECAHKIIMOHWPOBAaHHON MOAM(UKALWH NMEPCOHATBHBIX JIAHHBIX JI0JIKEH
obecneunBaThCA:

| — CpemcTBaMH pa3rpaHHYEHMs JOCTYNAa (B MOMELICHHWS, K JOKYMEHTAaM, K HOCHTEIIAM
HHDOPMAIIHH, K CepBEpaM, JTOTHYECKHM YCTPOHCTBAM H T.IL.);

—  CpeICcTBaMH 3EKTPOHHOH TOIITHCH;

—  CcpeacTBaMH TIOACYETAa KOHTPOTBHBIX CyMM ([UTsi MCTIONB3yEMOro TIPOTpaMMHOTO
obecrnieyenns).

5.9.6.CpencTea onepaTMBHOrO KOHTPOIS M PErHCTPALMK COOBITHH Oe30macHoCTH

Cpeznctpa 06BEKTHBHOIO KOHTPOIS IOMKHEI obecreunBath 0OHApY)KEHHE W PErucTpa-
IO BCeX coOBITHH (neficTeuil nomb3oBatenei, nonsiroxk HCJI v T.11.), KOTOpBIe MOTYT NOBJIEYD
3a co6oii HapymeHue 6e30MacHOCTH M MPHBECTH K BO3HUKHOBEHMIO KPH3WCHBIX CHTYaUWH.
AHam3 coBpaHHOl CpPeICTBAMH PETMCTPAlMH WH()OPMALMH MO3BONSET BBIABHTH (DAKTBI CO-
BepIIEHHs HApYIIEHHi, MX XapakTep, MOACKa3aTh METOMl €ro Pacc/Iel0BaHus H Clocolsl nowc-
Ka HapyIIWTeNIs W HCOpaBleHHs cuTyauud. CpelIcTBa KOHTPOJS M PErMCTpallMi JIOJDKHBI
MPEIOCTaBNSATh BOZMOMKHOCTH:
. — BeIEHHWS W aHaIH3a JKYPHAIOB PerucTpauny coObITHi 6€30MacHOCTH (CHCTEMHEBIX
JKYPHAIIOB);
—  MONyYeHHs TBEpIOH KOMWM (TeYaTH) XKypHama perucTpauni cobertuii GesonacHo-
CTH,
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—  YNOpsSOOYeHMs XKYPHAJIOB, a TAKXKE YCTAHOBJICHHUS OTpPaHHYEHHH Ha CPOK MX XpaHe-
HHS,
— ONEepaTHBHOIO OTOBEMIEHHS aIMHHHCTpaTOpa 6e30NacHOCTH O HapyIIEHHSIX.

Ilpu peructpauun coObITHH G€30MaCHOCTH B JKypHANE J0KHA QUKCHPOBATBCS CIEMy-
romast HUHGopMaLus:

JlaTa ¥ BpeMst COOBITHS;

HAEHTH(UKATOP CyOBEKTa, OCYIIECTBIIAIOUIEr0 PETHCTPHPYEMOe IeHCTRHE;
IeHCTBHE (THI DOCTYyIA).

5.10. KorTpoiab 3¢ $eKTHBHOCTH CHCTEMBI 3aILUTHI

KoBTpoab 3 (eKTHBHOCTH 3aLIMTHl NepCOHATBHBIX AaHHBIX OCYIIECTBISETCS ¢ LeNbio
CBOEBPEMEHHOI0 BBISB/IEHHS W MPEIOTBPALICHMS YTE€YKH MEPCOHANbHBIX JaHHBIX 3a CHYET He-
CaHKIIHOHHPOBAHHOTO JOCTYTA, a TAKXKE MPEenyNpekKIeHNS BO3MOXKHBIX CMEelHalIbHBIX BO3NEH-
CTBHH, HalpaBlIeHHBIX Ha YHWYTOXKEHHe MEPCOHANBHBIX NaHHBIX, paspyllieHHe CPEeNCTB HH-
dopmarhzanri. KOHTPOIb MOKET MPOBOAMUTHCS MPHBIEKAEMBIMH [UIS STOH LEH OpraHu3aly-
SIMU, IMEIOLIMMH JTHLIEH3UIO HA 3TOT BH/ ACSTEILHOCTH.

Ouerka 3G (HeKTHBHOCTH Mep 3alllMThl MEPCOHATBHBIX JaHHBIX TPOBOANTCS C HCTIONB30-
BAHMEM TeXHHYECKHX M IPOTPAMMHBIX CPEICTB KOHTPOJIsS Ha TpeMeT COOTBETCTBHS YCTAHOB-
JIEHHBIM TpeOOBaHUSIM.



