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MOJHTHKA
AAMHHHCTPAIHH CEILCKOT0 NOCCACH M
«Ceno lerpumesor
B OTHOWEHHH 06paboTKH HEPCOHATLHBLIX AANHBLIX

/. O0mme noaomenus

[ TepMuHBI H OnpeseneHus
Mepeonaannnie nannbie - moGas HHDOPMALIS, OTHOCAINANCH K NPAMO HIH KOCBEH IO
(ICHHOMY WIIH ONPEACHACMOMY (DHIHUCCKOMY NHILY (CYOBERTY HEPCOHMILHBIX AAHHLIX )
Oueparop - rocyaapersennbiii opras. MyHULHIAILH I Opra. IOPHAHYECKOE MK (u-
~KOC JIHLO, CAMOCTOATCNILHO MM COBMECTHO C JPYTHMH JIHIAMH OPraHnsyIonne U (i)
CCTBASIOMHE 0OpaboTKY NEPCOHANBHBIX JAHHBIX. 4 TAKKE onpeaensioune uein oopa-
HHEPCOHAMILHBEY JIdHHBIX, COCTAB NEPCOHAMILHBIX JIAHHBIX, NOJICHKAIIHX m';p;u_'mlh‘c. JCH-
HA (ONEPAIHH ). COBEPIIAEMBIC C NEPCOHANBLHBIMH JAHHBIMH.
Obpaborka nepcomanbupix gannwix - moboe aeiicTnie (onepaums) wian CoBOKYI-
STh ACHCTBHIA (Onepauuii). COBEPIIAEMBIX ¢ HCHONBLIOBAHHEM CPEICTB ABTOMATHIAINN HAN
HCHOALIOBAHHA TAKHX CPCICTE C NMEPCOHANTLHBLIMH JIAHHBIMH. BIJTIOY s Cl’)\)l". SAITHCL. CHC-
HATHIAIMIO. HAROIICHHE, XPAHCHMC. YTOUHEHME (OOHOBACHHE. WIMEHCHME). HARICUCHHE.
ILIOBAIE, Nepeaady  (pacnpocTpaneHue, NpeloCTaBienne. JA0CTYN), obeanunBanie.
IKHPOBAINE, VIAICHHE. YHHUTOKCHHE NEPCOHANLHBIX JaiilbiX.
ABToMaTHsnpoBannas 06paboTka HEPCONATLULIN AHIBIY - 00pabOTKA NEPCOHIL
BIX JIAHHBIX € NOMOLULKO CPEICTB BBIMHCIHTEALHONH TEXHHKH,
"ACHPOCTPAHCHME NEPCONANBLHBIX AAMNBIX - 1CHCTHIY. HANPABACHHBIC HA PACKPBITHC
CPCOHATILHBIX IAHHBIX HEONPEACHCHHOMY KPYTY JIHLL.
Hpeaocrasiaenne nepeonanbubix Aaunnix - aciicrams. HAIIPABJICHHBIC HA PUCKPRITHEC
“PCOHLILHLIX JIHHBIX ONPEACACHHOMY JIHILY HIIH ONPEACICHHOMY KPYT'Y JIHIL.
Buokuposanme nepeonainunix aannpx - BPEMEHHOE npekpatieHue odpaboTk nep-
COHATBHBIX JIAHHBIX (30 HCKIOYCHHEM Cllydaes. eciin 00paboTka HeoDXOIMMa JUIS YTOUHCHIY
HEPCONUILHBIX JIAHHBIX ),
Yuuy Foskenue HEPCOIGVILHBIX JIaHIbIX - JeicTandg. B PEIYALTATC KOTOPLIX CTAHOBHT-

CA HEBOSMOAKIIBIM - BOCCTAHOBHTL  COICPKANNE NEPCOHAILHBIX JaHNbLIX B HH(OPMAHOHHO
HETEME TIEPCOHILIBIX JAHHLIX H (WIH) B PE3YILTATE KOTOPLIX YHHUYTOKAIOTCH MATCPHASILHBIC
HOCHTENH HCPCOHAIBHBLIX JAaHHLIX.

OBe3mmuuBanne HepeonaILuLIX AaNBIX - ACHCTBIA, B PeyiLTaTe KOTOPBLIX CTalo
BHTCA HCBO3MONKHBLIM Oe3 MCHONB30BAHMS JONOIHHTEALHON HHPOPMALH ONPEAC T MpH-
HAACHKHOCTE HEPCOHATLHLIX IAHHBIX KOHKPETHOMY CYOLEKTY HEPCOHANLHBIX JAHTTHIX

HudopManmonuas cuerema nepeonaaninix aamunix - COBOKYNHOCTE COACPIKANIMXCH
B Gasax AaHHbIX HEPCOHATBHBIX JAHHBIX I 0DCCHIEHHBAIOLINY HX 0OpaboTKy HHPOPMALHOHIILIX
TCXHONONHH H TEXHHYECKHX CPEICTR.

Tpancrpanusnas nepeaaua nepeomaIbHbLIX AAHIBIX - nepenasa nepeoHabLuLIX
AGHHBIX Ha TCPPHTOPHIO HHOCTPAHHOTO FOCYAAPCTBA OPIAHY BAACTH HHOCTPAHHOIO [0CY AapeT-
Bd. HHOCTPAHHOMY (PHINUECKOMY SHILY MM HHOCTPAHHOMY IOPHIHUCCKOMY SHILY.

[.2. Haznauenue u npasoBas ocHOBA JIOKYMEHTA

Homnruka axmunueTpainn cenbekoro nocencins  «Ceno Herpumesor (rajee - aamu-
HHCTPALUHHA) ONPCACASCT CHCTEMY BIFAAA0B Ha npobiaemy obecneuenns Ge30nacHOCTH Hepeo
HUTHHBLIX JIEHHBIX M NPCICTUABIACT coO0H CHCTCMATHIHPOBAHNOC 1ULTOAKCHNE HEACH B saaa
SAHIHTDL. KAK OO HIH HECKOALKO NPABWIL NPOUCAYP. IIPAKTHHECKHX TIPHEMOB I PYKOM
UMX HPHHUKIOB B 004acTH HHDOPMALHOHHONH Ge0MaCHOCTH. KOTODLIME DVIEORO 1eTH e




FLHOHHBIX, TEXHOJOTHYCCKHX H HPOLEAYPHBIX acnekToB odecnevuetus He30MacHocTi nepeo-
HATLHBIX JIAHHBIX.

3akononarenabnoi ocnopoil nacrosmen  [oanwtukn spmmores Koncruryums Poccuit
ckoi Qenepannn. I'paxaanckuii, Yronosusiii u Tpyaosoit kogekces Pocceuitckoii enepainm.
beaepanvibiii 3akon or 27.07.2006 No 152-03 «O nepconanbhnix aanubix». Meaepanbinii
sakoH o1 06.10.2003 Nel31-03 «O6 obmux npuHIHNIax Opranusaiiny MECTHOIO CaMoyipanic-
nus B Poceuiickoi Denepatiy, 3aK0Hbl, YKA3hl. HOCTAHOBACHHA, JAPYIHE HOPMATHEHLIC aKThI
[eHcTBYIOmEro 3akonoaarensetsa Poceniickoit Menepatnn. gokymentsl Meepainioi ciyx-
Obl 110 TEXHHUYECKOMY H IKCHOPTHOMY KOHTPOMO 1 Dejaepainioi caykon Gesonacnoct Poc-
CHH

HMenonssosanue gannoi TToJIMTHKH B KQUECTBE OCHOBLI JUIS TOCTPOCHHA KOMILICKCHOI
CHCTEMBI HH(POPMALMOHHON BE30MACHOCTH NEPCOHAIBLHBIX JAHHBIX QJAMHHHCTPALHN 110350
ONTHMH3NPOBATL 3aTPATHI HA €€ NMOCTPOCHHE.

[Tpu paspaborke [MoAHTHKH YUHTBIBAAHCH OCHOBHLIE TIPHHITHITLI COBAHUA KOMILIEKC-
HBIX CHCTEM oOecrieuens 6e30nacHoCTH HHBOPMALIHK. XAPAKTEPHCTHKH W BOIMOKHOCTH Op-
FAHN3AIHOHHO-TEXHHYECKHX METOJIOB M COBPEMEHHBIX annapaTHO-NPOrPAMMHLIX CPEACTH -
ULTBL M IPOTHBOACHCTBHA Yrpo3daM Oe30nmacHocTH HHPOPMALIHK.

Ocuonnvie nogoxenus Hoauruky 6a3npyiorcs Ha kauecTBEHIOM OCMBICIEHHI BOIPO
cos De30nacHOCTH HHPOPMALIHK H HE 3ATPArHBAIOT BONPOCOR IKOHOMHUCCKOIO (KOANUCCTBEH-
HOTO) aHANW3A PUCKOB H 000CHOBAHNA HEOOXOAMMBIX 3ATPAT Ha 3Ty HHpOPMaitni

2. O0bLeKTHI 3T

OCHOBHBIMH OOBEKTaAMH CHCTEMBI GE30MIACHOCTH TIEPCOHAILHLIX AAHHBIX B 8/IMHHNCT-
PALHK ABISAIOTCA:

= MH(POPMALHOHHBIC PECYPChl ¢ OrPAHHYCHHBIM AOCTYIOM. COACPKALNC HEPCOHAIL-
HBIC JIaHHbIE;

= npoueccsl 06paboTK NEPCOHANBLHBIX JAHHBIX B HHPOPMALHOHHOI CHCTEME 11EPCo-
HAILHBIX JAHHBIX GIMHHHCTPANHH. HH(OPMALHOHHBIC TEXHOIOHN. PEIIAMCHTE M TPOHEAYPLI
chopa, o6paGoTku. XpaHenus H nepeaaun nudopMalui. nepcoHa pa3paboTuHKOB 1 HOAL30BA-
FCJICH CHCTEMBE M €€ ODC/YIKHBAIONINIT nepcona;

HUpopMaHoONHas HHPPACTPYKTYPA, BKIIOMAIOWAn cHeTeMb! 00paboTKH 1 anainia
HHPOPMAUHH, TEXHHYECKHE H IPOIrPAMMHbIC CPeACTBa ¢¢ 00pabOTKH. nepesadn u oTodpane-
HHSA. B TOM YHCIC KaHAIB! HHOOPMALHMOHHOTO 0OMEHA 1 TEACKOMM YHHUKALIHH. CHCTEMbI 1 Cpe/i-
CTBA 3AIUMTHE HHPOPMALHK. 0DLEKTHI H NOMEHICHHA. B KOTOPLIX PACTONOKCHLI TEXHHUCCKHE
cpescTsa 00paboTKH NEPCOHANLHBIX AAHHBIX.

S Hleam o sagaun obecnesenns He30MACHOCTH HEPCOHAILHLIX [ BIHHLIX

3.1 Murepechl 3atparuBaeMblX cyOLeKTOR HHPOPMALHOHHBIX OTHOLICH I,

CyOnextaMu HHDOPMALHOHHBIX OTHOMWIEHHI NP obecneyeHHn 6E30MACHOCTH NEpPCo-
HAJIBHBIX JAHHBIX aJIMHHHCTPAIMH ABIAIOTCH:

= @WIMHHHCTPALHA, KaKk COOCTBEHHNK HHPOPMALHOHHBIX PECYPCOB:

= PYKOBOACTBO M COTPYJHHKH JAMMHHCTPAIMH, B COOTBETCTBHH ¢ BOBIOKCHHBIMK Ha
HUX (DYHKIHAMH,

Hepeuncaenunie cyOnekThl HHPOPMAUMOHHLIX OTHOWIEHNIT JAHHTEPECORANB! B 0BECIIC-
HEHHN:

= CBOEBPEMCHHOIO JOCTYNA K HEOOXOJAMMBIM MM MCPCOHLIBHLIM JAHHLIM (HX J10¢
TYIHOCTH ).

= JOCTOBEPHOCTH (HOJHOTLL, TOYHOCTH, WICKBATHOCTH, HEAOCTHOCTH) HEPCOHATLILIX
JIAHHBIX:

= KOH(HACHIHANLHOCTH (COXPAHCHHS B TAIHHE) NEPCOHAMLHBIX JAHHBIX:

= 3AIUATBL OT HABAZLIBAHUA UM JIOKHLIX (HCAOCTOBEPHBIX. HCKAKCHHBIX) EPCOHLII
HBIX JaHHbIX;

= PasrpaHHYCHHs OTBETCTBCHHOCTH 3a HAPYIICHHH MX NPAB (MHTEPECOn) 1 YeTanou
JICHHBLIX TIDABUIL ()GDU“[C“H“ CIHICDCOHANLEHLIMHE MTAHHLIMUIL




—  BUIMOMKHOCTH OCYUICCTBICH IS HCHPEPLIBHOIO KOHTPOIA W ViTpaBaeH s npoueccamn
paboTKH H 11epeianmn NEPCOHWILHBLIX JaHHbLIX:
~  3AIUATEI IEPCOHAIBLHBIX JaHHBIX OT HE3AKOHHOIO pacnpocTpanens.

3.2, Henwm sammrss.

Ocnosnoii uensio, na AOCTHACHHEC KOTOPOI Hanpasnenn pee NOJOKECHUA HACTOALICH
HOAHTHKH, ABASCTCH 3aUMTa CYOheKTOR HHPOPMAIHOHILIX OTHOLICH M WIMHHHCTPALMH O
IMOZKHOTO HAHCCCHHS HM MATEPHAIBLHOTO. puznueckoro, MOP@ILHOTO MM MHOTO yiepda,
HOCPCACTBOM CAVYARHOro uiaH MPCAHAMEPCHHOIO BOSACHCTRHS Ha HEPCOHWILHBLIE JIAHHLIC. HX
HOCHTENH, npouecehl 00paboTkH H nepejain.

Ykasaunas uess 10ctHraeres MOCPEACTBOM ODECHCUCHHA H TOCTORHHOMO noJLaepxanus
~ICAYIOUIHX CBOHCTB NePCOHANBLHBIX AAIHBIX:

— AOCTYHHOCTH NEPCOHANBHBIX JaHIBIX U5 ACTUILHLIX noab3oBaTeneH (yeroiunporo
Y ITKIMOBUPOBaH U HHPOPMAHOHHOI CHETEM LI WIMHHHCTPALMH. 1PH KOTOPOM HOAL3OBATE 11
HMEIOT BOSMOKHOCTD MOMYUCHHA HEOOXOMMMBIX NEPCOHANLHLIX JAHHBIX M PE3YILTUTOR pete-
A A4 32 IPHEMJIEMOE JUIH HUX Bpems )

~  UCIOCTHOCTH H ayTEHTHUYHOCTH (noATsepKkaenue asropersa) NEPCOHMILHBIX -
HBIX, XPAHUMBIX 1 obpabaruipacmbix B HHPOPMALHONHOI CHeTeMe WIMHHHCTPAMI 1 nepeia-
BACMOH N0 KaHahaMm Cs3u:

= KOH(pHACHUMATLHOCTY - COXPAHCHHA B TalHe onpejaescHuoi yacty HEPCOHATHHLIX
CHHIHBIX, XpanumbiX. o0pabarniBaeMblx | NEPCIIABAEMbBIX 110 KaHa1aM CBATH.

Heobxoammuiii YPOBCHL JIOCTYIHOCTH. HENOCTHOCTH M KOH(DHMACHUHMAILHOCTH nepeo-
HAILHBIX JaHHBIX oDecneunpacrcs COOTBETCTBYIOMMMH MHOKECTBY 3HAUHMbIX VIpO3 MeTo/1a-
MH B CpejIcTBaMMK.

3.3. OcHoBHRIE 3310491 CHCTEML] obecnevenns Ge30nacHoCTH MEPCOHANBHBIX JIAHHbIX,

Jois nocrikenns OCHOBHOH NEAN 3AIUMTHI 1 oBecneueHns YRATAHHLIX CBOHCTR nepeo-
HIBHBIX . lannbiX CHeTema obecrniencins nipopmatnonnoii Gezonacocti WIMHHHCTPALIHH
100K Ha obecneynsars, appexTusoe petmenne CACAYIONNX 3a/1am;

~ CBOCBPCMEHHOE BBLISABICHHE. OLCHKA M HPOTHO3UPOBAHHE HCTOMHHKOB YIPOT HH-
hopmaumonoji OesonacuocTy. NPHYHH M YCIIOBHA. CIIOCOBCTBYIOMIMX HAHECCHIIO vutepha 3a-
HHTEpECOBaHNbIM  cyOnheKkTam HHPOPMALHONIBLIX  OTHOMmICHHIT. HAPYIICHHIO  HOPMANLHOTO
OYHKUHOHUPOBAKH U HHPOPMALHONHOI CHCTeMBI AAIMHHHCTPALIMMK;

~ CO3IAaHHC MEXaHH3Ma OnepaTHBHOrO PeArHpoBanms Ha yrpoisi 6e300acHOCTH Hi-
VOPMALHH U HETATHBHBLIC TCHACHIIHHN:

— COSIAHHC YCAOBHA JUIS MUHMMM3ALHK 1 AOKUIH3AUNK HAHOCHMOTO YuiepGa uenpa-
BOMEPHBLIMH JICHCTBHAMM (DHIHUCCKHX I TOPHIAHHECKHUX JIHIL, 0CHA0NCHHE HETaTHBHOIO BNy
HIS M JTHKBHIAUHA TOCACACTBHIT HApyIeHus 6e301acHOCTH HHpOpMaIm;

= 3dUMTY 01 BMCIIaTCILCTBa B lponece (|)_\'|H\'unmm;mu;lnnu llll(]mp\lill“lt)lllh\il CHC-
TEMBI aaAMHHRCTPalMK paitona HOCTOPOHHHX JIMUL (A0CTYI K HH(OPMALHOHHBIM pecypceam
JOJKHBE HMETH TOALKO 3APETHCTPHPOBAHHBIC B YCTAHOBICHHIOM MOPAAKE 110JILIOBATCIH ).

T PATPAHHYCHHE JIOCTYNA Noab3oBaTencii k HHDOPMAUMOHITBIM, ArnapaTiLIM, 11po-
FPAMMHBIM H HIBIM pecypcam il.fll\lHllHC'l'pullHH (BOSMOWKHOCTL AOCTYHA TOABKO K TeMm pecypeam
" BBIIOIHCHHA TONBKO TeX onepaiuii ¢ HuMH. KOTOPBIC HEOOXOAMMBI KOHKPETHBIM M01L301-
TCIIAM JUIA BHITOJAHEHHS CROMX cayaxebnbix obssannocreil), 1o ecrs, BALMTY OT HECAHKIHOHH-
POBAHHOrO JIOCTYNA;

- obecrieyenmne ayTeHTHPHKALUMK NOAL30BATE . YHACTRYIOUIMX B HHQOPMAITHOTITOM
oOmene (noarsepixaenme MOUIHHHOCTH OTHPABHTENN H NO1YYaTeR HHpOpMatm);

T SUIHTY OT HEeCAHKIMOHNPOBAHHOT MOJIH(PHKALHN HCTOALIVEMBIX | HHOPMALTIHOH-
HOIf cHCTeme AAMHHUCTPALMH IIPOIPAMMHBIX CPEACTE. 4 TAKIKe 3ALLTY CHCTEMBL OT BHEAPCHII
HCCAHKIHOHHPOBAHHBIX [1POrPaMM. BKIIOYAS KOMMBIOTEPHLIC BHPYCLI

= JANTY HII('JUPMUHHH OFPAHHYCHHONO NOJL3OBAHNY OT VTCUKH 1O TeXHIUCCK UM K-
iaiam npu ee obpaborke. Xpanenuu u NepeaYe 110 KaHwIamM CBA3H,




3.4. OcHOBHBIE NYTH PEIICHHS 3a/1a4 CHCTEMbI 3alllHThL.

ﬂocranncmu.lc OCHOBHBIE T1CJIM 3AIIHTLI M PEHICHHE NCPCUHCIICHHLIX BLINE 3a3a4 J10C-
THIAIOTCH!

— CTPOIrHM YYETOM BCCX NOUICIKAUIMX 3AlMTE PECYPCOB HHADOPMALHOHHOI CHCTEMBI
AAMHHHCTPALH (HHQOPMAIK. 3a1a4. JOKYMEHTOB. KAHAIOR CBATH. CEPREPOB, ABTOMATHIHPO-
BAHHBIX PabOMHX MECT):

= KYPHUIMPOBAHHEM JCHCTBHIT NEPCOHANA. OCYILECTBASIONIEIO OOCAYKHBAHHE H MO~
JAMQHKAUMIO NPOrPAMMHBIX H TEXHHYECKHX CPEACTB HHBOPMALMOHHOI CHCTEMBL

= HOAHOTOH, peanbHOi BLINOIHMMOCTBIO M HENPOTHBOPEHHBOCTLIO TPEOOBAHMIT OpIa-
HH3ALHOHHO-PACTOPAIHTENLHBIX JIOKYMCHTOB QJAMHHHCTPALMHK 10 BONPOCaM 00eCHe eH s
OE30MACHOCTH HHOPMALIHK;

= [OArOTOBKOH JIOJUKHOCTHBIX JIMLL (COTPYAHHKOB). OTBETCTBEHHBIX 38 OPraHu3auMio
H OCYUICCTBJICHHE NPAKTHYCCKHX MEPONPHATHH 1o obecriedennio Ge30nacHoCTH NePeoHaih-
HBIX JAHHBIX | poteccon ux 00paboTku:;

=  HAICICHHEM KaXJI0ro COTPYAHHKA (MOAL30BATENN) MHHUMAILHO HEOOXOHMBIMH
AUt BBITOZIHEHHA UM CBOHX (DYHKUHOHANLHBIX 00A3aHNOCTEH NOAHOMOMMAMH 10 JIOCTYHY K
HHQOPMALHOHHBIM PECYPCaM aAMUHHCTPALLHH &

= HCTKHM 3HAHHEM H CTPOIUM CO()III(U[CHHCM BCCMH HOJALAOBATCIAAMN Hll(l)up\ﬂlllllnll-
HOH CHCTEMBI QAMHIHHCTPALMY TPEOOBAHMI OPraHH3ALHOHHO-PACTOPHTEILHLIX JOKYMCHTOH
10 sonpocam obecnevuenns 6e30NaCHOCTH HEPCOHLILHBIX JAHHBIX:

= NEPCOHANBHOH OTBETCTBEHHOCTBLIO 33 CBOM ACHCTBHS KK/IOI0 COTPYAHMKY, B DaM-
Kax CBOMX (DYHKUHOHAIBHBIX 00A3aHHOCTEH HMEIOLLCTO A0CTYIN K HHOPMALHOHILIM PECY pean
AAMHHHCTPAIMH :

—  HCHPEPLIBHBIM MOLIEPKAHHEM HEOOXOJUMOr0 YPOBHS 3allHICHHOCTH HIECMEHTOR
HHQOPMALHOHHON CPEJibl &AMHHHCTPALIHY

=  NPHMCHCHHEM (DUBUMECKHX M TEXHHUCCKHX (IPOrpaMMHO-anNapaThbiX) CpeacTn
3ALUMTLL PECYPCOB CHCTEMbI H HENPEPBLIBHOH QJIMHHHCTPATHBHON NOUICPIKKOH HX MCHOAB3OBI-
HHA:

= (PEKTHBHLIM KOHTPOJIEM Hajl COOMOACHHEM NOMBLIOBATEAAMM HHPOPMALHOHITLIX
pecypeos wiMHHneTpan Tpebopatuii 1o odectiedennio 6e30nacHocTn HHpOpMaLtL;

= IOPHIHYCCKOH 3ALMTOH HHTEPECOB AAMHHUCTPALMHE NIPH B3AMMOACHCTBHH € BHEN-
HHMH OPrann3aiisaMy (CBA3AHHOM ¢ OOMEHOM NEPCOHAILHBIMH JAHHLIMI) OT TPOTHBOIPAE-
HBIX JACHCTBHIL KaK CO CTOPOHBI 9THX OPrauu3atiiii, Tak 0 01T HECAUKUHOUNPOBAHHLIX ACHCTHIE
O0CIYAHBAIOIETO HEPCOHAIA U TPETHUX JIHIL.

4. Ocuosupie HPHHITHILL HOCTPOCHIS CHCTCMBI delonacnocTi
HEPCOHAILHBIX JEHHBIX

[Moctpoenne cucremet, obecneyenns 5e30MaCHOCTH NEPCOHATLHBIX AAHHBIX AAMHHHCT-
pauni . 1 ee PYHKIHOHUPOBAHHE JIOJKHBI OCYIICCTBAATLCA B COOTBETCTRHH CO CICAVIONTHMI
OCHOBHLIMH NPHHIHIAMK:

~  3AKOHHOCTb:

—  CHCTEMHOCTB:

= KOMIUICKCHOCTD:

~  HENPEPLIBHOCTD:

= CBOCBPEMEHHOCTD;

= HPCCMCTBEHHOCTL H HENPEPBLIBHOCTL COBEPLICHCTBOBANMA

= pasyMHads A0CTATOMHOCTD (IKOHOMHYECKaN 1eeco00pa3HOCTh):

~  [EPCOHANBHAA OTBETCTBECHHOCTD,

= MHHHMH3AUHA NOJIHOMOYHI:

= HCKIIOYEHHE KOH(IMKTA HHTCPECOB:

~  B3AHUMOJCHCTBHE H COTPY/IHHYCCTBO:

—  FHOKOCTH CHCTEMBbI 3ALIIHThI:




~  0DOCHOBAHHOCTL H TEXHHUECKAs PEAIH3YEMOCTL:
= CHCHHANH3AUNA B NPOPECCHOHATNIM:
—  00A3aTENLHOCTL KOHTPOIIS.

4. 1. 3aK0HHOCTD.

[Tpeanonaraer ocyiecTsaeHHe 3aUMTHBIX MEPONPHATHIT M PaspadoTKy CHCTEMBI DE30-
[TACHOCTH NCPCOHAIBHLIX JIAHHBIX &/IMHHHCTPAIIHH B COOTBETCTBHH C JICHCTBYIOHIHM 3aKOHO-
JATEALCTBOM B OONACTH 3AIUTHI NEPCOHATBHBIX JAHHBIX, @ TAKKE JAPYIHX 3aKOHOAATEALHLIX
aKkToB 1o GesonacHoctH uudopmaitnn PO, ¢ npuMEHEHHEM BCEX J103BOICHHBIX METOA0B 00Ha-
PYACHUA M IPECCUCHHSA NPaBOHApYLICHUiT 1pH padoTe ¢ nepcoHaibHbIMK JautbiMu. [Tpuistiie
MEPLI 0e301aCHOCTH HEPCOHANBHLIX AAHHBIX HE JIOJIKHBI NPEIATCTROBATE JIOCTYITY NpaBooxpia-
HHTCIABHBLIX OPFAHOB B IIPEYCMOTPEHHBIX 3AKOHOAATENILCTBOM CYUAAX.

Bee nosapzosarenn undopMalMoHHON CHCTEMBI AJAMHHHCTPAIIMH  JIOJDKHBI MMETH TIP/L-
crasienne o0 OTBETCTBEHHOCTH 3a NpaBoHapyuieHus B oGracti 0OpabOTKH NEPCOHANLHLIX
JIAHHBIX.

4.2 CHCTEMHOCTD.

CHCTeMHBIH MOAX0/L K NOCTPOSHHIO CHCTEMBI 3alUThl HHPOPMALIHH B &JIMHHHCTPAIUH
APE/UIONAracT yHeT BCeX B3aHMOCBAZAHHBLIX, B3AUMOACHCTBYIOUMX M HIMCHAIOUIMXCH BO Bpe-
MEHH ICMCHTOB, YCJIOBHH M (DaKTOPORB. 3HAYMMBIX JUIS NOHUMAHHA M PelleHus 1polIeMbl
obecneyenns 6e30MaCHOCTH NEPCOHANBHBIX AHHbBIX,

[Tpy cospanmm CHCTEMBI 3alHThLI A0DKHBI YIHTBIBATHLCH Bee chradbie u nanbosiee yassu-
MBIC MecTa HHPOPMAIHOHHON CHCTEMbI AZIMHHHCTPALIHH |, & TAKKE XapaKTep, BOIMOAHBIE 00L-
CKTLI M HATIPABICHHA ATAK Ha HEE CO CTOPOHBI HAPYHTEICH (OCOOCHHO BLICOKOKBAIHPHIMPO-
BaHHBIX 3JOYMBILUICHHHKOB). CHCTEMA 3ALHTEL JAOJIKHA CTPOHTLCH € VHETOM HE TOALKO BCex
H3BECTHRIX KAHANOB NPOHUKHOBCHHA M HECAHKUHOHMPOBANHOTO JOCTYNA K MHPOPMAIIK, HO il
C YHCTOM BO3MOKHOCTH NMOABACHHS NPHHIMNHANLHO HOBLIX NYTEH peannsainn vrpo: Oeso-
NacHOCTH.

4. 3. KoMIekeHOCTb.

KomriekcHoe Henons3oBaHue METOJA0B M CPEIACTB 3ALHTHI KOMIBLIOTEPHBIX CHCTEM
Npeanojaract CorJacoBanHOC NPHMCHCHHE PAZHOPOJAHBIX CPEACTB HPH NOCTPOCHHH HEJI0CTHOI
CHUCTEMBI 3aUIUThHI, NEPEKPHIBAIONICH BCE CYIICCTBCHHBIC (3HAMHUMBIE) KAHAILI PCANMBALHN YT+
po3 M He cojiepaalleit cnabbiX MECT HA CTLIKAX OT/ACALHLIX €€ KOMIIOHCHTOR, 3aliinTa JA0I#HA
CTPOMTHEH NUENOHUPoBano. Buelmss 3ammra 10/kHa obecneunBaThes (JU3HUCCKUMM CPeICT-
BAMH. OPIraHHU3alHOHHBLIMH H NIPABOBBIMH MCPAMH.

4.4. HenpephiBHOCTL 3all 1L,

Odecneuenne Ge30MaCHOCTH NEPCOHANBHBIX JAAHHBIX - 1POIECC. OCVIIECTRINCMBIH py-
KOBOJACTBOM AJIMHHHCTPALMH . QJIMHHHCTPATOPOM Ge301aCHOCTI HI(OPMATIHOHHON CHCTEMBI 1
COTPYAHHKAMH BCCX YPOBHEH. DTO HE TOJABKO H HE CTOALKO HPOUCAYPA AN TOIHTHKL. KOTOPQA
OCYHICCTBIIACTCA B ONPEJICACHHBIA OTPE30K BPEMCHH MM COBOKYNHOCTL CPCACTE 3alUMTLL
CKOJIBKO NPOIECC, KOTOPbIH JOMAKCH MMOCTOAHHO HATH HA BCEX YPOBHAX BHYTPH @WIMHHHCTPA-
HHH M KQXKbI COTPYAHMK QAMHUHHCTPALMH JIOKCH NPHHMUMATL yHacTHe B 9TOM npolecce.
Jlearenshnocts 1o obecnedeHnio HHGOPMAIHOHHON HE30MACHOCTH ABAACTCHA COCTABHOH HaCThIO
MOBCCAHEBHOH ACATENLHOCTH aJAMHUHHMCTPAUHH H ¢ HPPEKTHBHOCTL 3ABUCHT OT YUACTHA PY-
KOBOJACTBA aiMuuucTpainn B obecredenny HnPopMalmonnoi 0e30nacHoCTit HEPCOHANLHBIX
JIAHHBIX.

Kpome Toro, GonsmucTBy (PUIHUECKHX M TEXHHUUECKHX CPEICTB 3alinthl 1 Hphex-
THBHOIO BLINOJHECHHS CBOMX (DYHKUMHA HEOOXOMMA NOCTORHHAA OPraHH3AIHOHHAN (AIMHHI-
CTPATHBHAN) NOUIEPKKA (CBOCBPEMCHHAR CMeHa u oDecnedenue npasiibioro Xpanenus i
NPUMEHCHHS UMCH, Naposeii, nepeonpeiencnue noanomounii u 1), Hepepnisit s paboTte
CPEJICTE 3AlUHTEE MOTYT ObITh HCHOALIOBAHLE 3H0YMEITICHHHKAMH JUIE QHAJTHEE TPHMCHACM LN
METOIOB M CPEJICTB 3AUMTH, JUIA BHEAPEHHSA CHCUHAILHBIX POrPAMMHBIX H QIHIAPOTHLIN 5
wnanow U NRVrHY CneneTR NReaoOneHMY 2aiinuThL




4.3. CBOeBpEMEHHOCTb.

Hpeanoaaraer ynpesaaaomuii xapakrep Mep obecnienenns Ge30MacHOCTH NEPCOHAIL-
HBIX JAHHLIX. TO €CTh NOCTAHOBKY 3a/1a4 110 KOMIUIEKCHOH 3alUMTe NePCOHMILHBIX JAHHLIX 1
peaiH3alnio Mep obecrieuens 6e30N1aCHOCTH NEPCOHAILIBIX AAHHBIX Ha PAHINX CTAIAX pas-
PABOTKH HHPOPMAIHOHHBIX CHCTEM B LEIOM I HX CHCTCM 3alUHTBL. B HACTHOCTIL.

PaspaboTka CHCTEMBI 3alIMTLE I0/KHA BECTHC HAPAICALHO € pa3pabOTROH i PasBHTH-
EM Camoit satmmaeMoil HHGOPMAHOHHOIT CHCTEMBL ITO THO3BOANT yHECTh TpeboBanus Ge30-
ACHOCTH TIPH NIPOCKTHPOBAHHH APXHTEKTYPBI H. B KOHEHHOM cHeTe, co3ath 6oaee HpdhexTin-
HBEIC (KAK 110 3aTPATaM pecypeos, Tak U 10 CTOHKOCTH) CHCTEMBL, OOIAIONINE AOCTATOMHBIM
YPOBHEM 3aLLHIEHHOCTH.

4.0. ﬂpccmcmenuocm W COBCPHICHCTBOBAHKE,

Hpeanonaraer nocrosnnoe COBCPIUICHCTBOBAHHE MEP M CPEACTS 3ALUHTHI IIEPCOHATIL-
HBIX JAHHBIX HA OCHOBE IIPEEMCTBEHHOCTH OPraHMU3ALMOHHBIX H TEXHHUYECKHX PelleH il Kajl-
POBOTO cocTaBa, anann3a (hYyHKIUHOHHPOBAHUA HHYOPMALMOHHOIT CHCTEMb AAMHHHCTPALMK ¢
CHCTCMBI €C 3ALATHI C YYETOM H3IMCHEHMIT B METOAAX H Cpe/CTBaX nepexsata HuQopMatinm.
HOPMATHBHBIX TpeOOBAHMIT 110 3ALUHTE, JOCTHIHYTOTO OTCHECTBEHNOTO FAPYOCKHOIO OfLITa
B 2T0# obnacTh.

4.7 Pazymuas J0CTaTounocTh (3KOHOMHYECKan 1EIeco00pasiocT ).

[lpeanonaraer cooTBeTCTBHE YPOBHS 3aTpaT HA ODECHEHEHHE GEIONACHOCTH nepeo-
HAILHBIX JHHBIX LEHHOCTH HH(OPMAIMONHBIX PECYPCOB H BEIHUHHE BOIMOKHOIO ViIepha o1
HX PA3IAANCHHA, YTPATDI, YTEUKH, YHHUTOKEHHA W uckaenus. Mcnonniyemuie Mephl i cpei-
cTBa obecneyenns 6e30MacHOCTH HHPOPMALHOHHBIX PECYPCOB HE JIO/KHEL 3AMETHO VXVALIATE
IPrOHOMHYECKHC NOKasaTe paboThl KOMIOHEHTOB HHAOPMALMOHHON CHCTEMBI AIMMITHCTDA-
uun . Manuinine Mephbi 6e30nacHoCTH. NOMUMO SKOHOMHYCCKOI HEIPPEKTHBHOCTH. NPHBOAAT
K YTOMJICHHIO W Pa3IpaskeHnio nepeonana.

Cosnars abeoMmoTHO HENPEOLOTUMYIO CHCTEMY 3altUThI IIPUHLIITHAILHO HEBOIMOKHO
Hoka nepconaibibie Aauubie HAXOANTCH B OOPALLCHHH. NPHIMMACMbIE MEPBLI MOFYT TOALKO
CHH3HTL BEPOSTHOCTE HEraTHBHBLIX BOJACHCTBHI win ViIepd OT HHX. HO HE HCKIIOMITL HX
MOAHOCTHIO. TIpH I0CTATOMHOM KOIHMYECTBE BPEMEHH H CPEACTH BOIMOKHO PCOAOICTE TO0YIO
3aumTy. T109TOMY MMEET CMBICI pacCMATPHBATL HEKOTOPLI NPHEMISMBIIL VPOBEHE 00eCieHe-
His Oe30nacHoCTH. BLICOKOMEKTHENAS CHCTEMA 3alIHTLI CTOIT A0POTO. HCNOAB3YET NPH pa-
DOTE CYIIECTBEHHYIO HacTh PECYPCOB M MOKET COBIABATL OULYTHMBIC JAOMOMIHTCILHBIC He-
yaobeTpa nonbosarensm. BaxkHo npasuiabHO BRIGPATH TOT JOCTATOMHBIN YPOBCHL 3AULHTH.
MIpH KOTOPOM 3aTPaThl, PHCK H pa3Mep BOIMOKHOIO yulepha Obuin Gbl HPHEMICMBIMH.

4.8 . TlepcoHaibias OTBETCTBEHHOCTD.

[Ipenmonaraer posnokenne oTBETCTBEHHOCTH 3a ofecrieuetne GEIOMACHOCTH 1epeo-
HAILHBIX JAHHBIX H CHCTEMBI HX 00paboTKi Ha KaKIA0ro COTPYAHMKA B MPEICIAX €ro HOMHo-
MOUHI. B COOTBETCTBHM ¢ HTHM NPHHIMIIOM pacipe/ieienie pas 1 o0s3aHHOCTER COTPYLIN-
KOB CTPOMTCA Takum 006pasoM. 4ToGel B ciyyae oBOro Hapylenus Kpyr BHHOBHHKOB Ouii
HCTKO H3IBECTCH HITH CBEJICH K MHHHMYMY.

4. Y. MuHuMH3aIME N10JIHOMOYHI,

Osnavaer npejocTapienne NoAL3OBATENAM MUHHMATEHLIX PAB J0CTYIA B COOTBETCT-
BHH CO caykeOHoin HeobOX0AMMOCTRIO. JIOCTYI K NEPCOHAILHBIM JaHHBIM  JIOJKEH PEIOCTal-
JATLCH TOABLKO B TOM Ciiyyae M 00beME, €ciiH 9T0 HEOOXOAMMO COTPYIIHHKY JUIS BLITOAHEH S
€ro JIOJKHOCTHBIX 00A3aHHOCTEH.

410, Hekmouenne KoH(IMKTa HUTEPECOB (pazaeienne (pyHKILHil).

IpextuBras cucrema obecreyenns HHGOPMAIMOHHON GEIONACHOCTH NPEANOIATACT
HETKOE pasjiciieHne 06A3aHHOCTEH COTPYAHNKOB H HCKITIOMEHHE CHTYALMIL. Kora cepa oTuet-
CTBEHHOCTH COTPYAHHKOB jonyckaer kKou(paukr uurepecon. Chepnl noTeHiimainiunx Ko
B N T A - VIO w g ) AN L (R AT A -




CH HMETH OJHOMOUMI. NO3BOARIONIMX €MY CAHHOIMUYHO OCYIICCTBIATL BLITOIHCHHE Kpit-
THYHBIX onepauuii. Hajgenenue COTpYAHHKOB HOJHOMOUHAMH. TOPOAAIOTIHMH KOHPANKT HH-
[epecoB, JAET €My BO3MOKHOCTb NOATACOBLIBATH HHPOPMALMIO B KOPBLICTHLIX UCIAX Ml ©
reM. 4TOOB! CKPBITH NPOGAEMB! WM TOHECCHHbIC YOLITKH. JUis CHIRCHUS PHCKA MAHHITY:IHPO-
BaHMA NEPCOHANBHBIMM JAHHBIMU M PHCKA XHILEHUS, TAKHE NONHOMOYHA JIODKHLL B MAKCH=
VATBHO BOIMOIKHOMN crenenn ObiTh pasjie/ieHbl MCKILY PasiMiuHbIMU COTPYIIHHKAMH W 110/
naseeHHAMM AAMHHHCTPainl . HeoGX0MMO NPOBOIKTL NEPHOMHNCCKHE TIPOBEPKH 003N -
Hoctei, (PDYHKUMIA W ICHTEALHOCTH COTPYIHHKOR, BLITOAHAIOIHMX KIIOHCBRIC QyuKImMH. ¢ TEM,
STOOLI OHM HE HMEITH BO3MOKHOCTH CKPLIBATL COBEPIICHHE HETPABOMEPHLIX nerctTni. Kpome
[OTO. HEOBXOAMMO NPHIHMATE CICHAANBHBIE MEPhI 1O HEJONYICHHIO CrOBOPA MECLY COTPYA-
HHKaOMH,

411 BzauMoaeilcTBHE W COTPY/IHRUECTBO.

[peanonaraer coznanmne GAaronpuATHORN arMocepbl B KOJICKTHBE WAMMIHCTPALLIH
3 rakoii 00CTaHOBKE COTPYAHHKH JIOJKHBI OCO3HAHHO cOOMOAATHL YCTAHOBICHHBIC fIpaBiia i
OKa3LIBATE COACHCTBHE JCATELHOCTH QIMHHHCTPATOPa OE30MacHOCTH HHPOPMALTHOHHOI CHE-
TEMbl NEPCOHAILHBIX JIAHHDLIX.

Bawubim 21eMentoM PeKTHBHON cHeTembl obecneenis 6e30nacHoOCTH NEPCOHAL-
HBIX JIAHHBIX B QAMMHUCTPAIMH SABJIACTCH BLICOKAA KyJIbLTypa paGotss ¢ nudopmanueii. Pyko-
BOJACTBO @IMHHHCTPALIMH HECET OTBETCTBEHHOCTE 34 CTPOroe COOMOJICHUE FITHUECKUX HOPM H
CTaHAapToOB NPOGECCHONANLHON ACHTEILHOCTH. MOAMEPKHBAIONICH W JAEMOHCTPHPY 1omeil nep-
COHALY HA BCEX YPOBHAX BaKHOCTL obecnetenms uiopMatHonHoi HE30MaACHOCTH WIMHHHCT-
paiun. Bee cOTPYIHUKH aIMHHHCTPAIMK JIOIKHLI NOHHMATE CBOIO pOab B npouecce obecrne-
qeHus HGopMALHOHHOH Ge30NacHOCTH H IIPHHUMATE YHACTHE B 9TOM TIPOLICCCE. Heemorps na
[0, YTO BLICOKAS KyAbTYpa obecnedennn HudopMatnonioi OC3OMACHOCTH HE FapaHTHPYCET as-
FOMATHUCCKOTO JOCTHIKEHMUS Le/ieil, e¢ OTCYTCTBHE CO3AaeT GOMLIIE BOIMOKHOCTEH LIS Hapy-
e Be30naciocT! win ne odHapyxkenns GaKTon ¢e HapyUeHus.

412, T'HOKOCTH CHCTEMBI 3alLHThL.

Cuerema obecnevenns HupopMamOHHOH DE3011aCHOCTH JIOTAHA OniTh cnocobua pea-
FHPOBATH Ha H3MEHEHMs BHEINHEH CPeibl M YCHOBHI OCYLICCTRBICHHA AIMHHHCTpaLHEl CBOCH
nesTeabHocTH. B UMeIo TakuX H3IMEHEHHH BXOAAT:

—  M3IMEHEHHs OPraHH3alHOHHOI W IWTATHON CTPYKTYPhI AAMHHHETPALIH.

—  M3IMCHEHHE CYLIECTBYIOUMX WK BHEAPCHHC NPHHUMIHAILHO HOBLIX HH(OpMaiL-
OHHBIX CHCTEM:

~  HOBBIC TEXHHUCCKHE CPEACTBA.

CroiicTBO MMBKOCTH CHETeMBI obecieenns nipopMatHonoil Ge3onacHoCTH W30ABA-
eT B TAKHX CHTYALMAX OT HEOOXOANMOCTH TPHIATHA KAPAHHUILILIN MCp HO HOAHOI 3aMeHe
CPEICTE M METOJIOB 3aLIHTHI HA HOBBIC, YTO CHIKACT cC O0ILYIO CTOUMOCTD.

413, OTKpPHITOCTE QATOPHTMOB H MEXAHHIMOB 3ALUHTLI

CyTh HPAHLIANG OTKPLITOCTH WIFOPHTMOB M MEXAHHIMOB 3AUHTLL COCTOWT B TOM, 410
JALMTA He A0KHA 00ecneunBaThCA TOAbKO 3@ CUET CCKPETHOCTH CTPYKTY PHOIT Oprasu3aini 1
ANMropuT™MOB (YHKIMOHMPOBAHUS €€ NOJCHCTEM. 3HANME WITOPHTMOB paboThl CHCTEMbI 3aLILH-
bl He JAOKHO JIaBaTh BOIMOKHOCTH €€ NPEOIoNeHHs (Jake aBTopam). IT0, OJIHAKO. HE O3Hd-
yaet. 4to MHGopMaLHs 00 HCHOIB3YEMBIX CHCTEMAX M MEXAHH3IMAX 3alHTL! A0JDKIA ObITL 00~
HLEAOCTY A,

4.4 TlpocTora nPUMEHCHNS CPEICTH Al ThI.

MexanuiMbl # METOJIbI 3alHTBE AOJIKILI OBITH HHTYHTHBIO THOHATIEL M HPOCTHE B e
nonb3osanui. TIpUMEHEHHE CPEICTB M METOJIOB 3aUIHTLI HE JIOKIG OBITL CHABANO CO FHAHHEM
CHELHAILIBIX H3HIKOB WM C BLINONHEHHEM ACHCTRUIL TPEOYIOMMX SHAMHTCALILIX JOTOAHH=
TEALHLIX TPYAO3ATPAT (IPH 00LIMHO# paboTe 3aperucTPHPOBAIIILIX NOAL3OBATCNICH, & TAKKE e
JOKHO TpeOOBATH OT NOAL3OBATE/A BLINOANCHIA PYTHHILIX MATOMOHATHLIX MY ONepaLii




Hupopmanmonnsie Texnonorim. TEXHHYUCCKHE M NPOrPaAMMIBIC CPEICTRA. CPEACTHI |
MEPBI SAUHTLI NEPCOHATLHBIX AAHHBIX JOMKHB! OLITL PEATHIOBANLI HA COBPEMEHHOM YPOBIHE
DASBHTHA HAYKH W TEXHUKH. 060CHOBAHBI ¢ TOYKH 3PCHHA JIOCTHRCHUS 341aHHOIO YPOBHA
OesonacnocTH ndopmarm i IKOHOMHHECKOH 1e1eco00PaHOCTH, a TaKKe AOMKHB COOTHET-
-1 BOBATL YCTAHOBACHHBIM HOPMaM 1 TPEGOBAINSM 110 0e30NaCHOCTH NEPCONMILILIX AaHHbIX

416, Cneumamnzanma u NpodeccHOnaN3M.

[Mpeanonaraer NpHBJICHCHHE K pazpaboTke cpeeTs PEUTHIAHN MEP 3alMTBI NepCo-
HILHBIX IQHUBIX COCHMAIH3HPOBAHHBIX Oprauusauni. Haubonee NHOAOTOBACHHLIX K KOI-
(PETHOMY BIJLY ACATEALHOCTH N0 0BCCHEYCHHIO Gezonacnoctn HupopMALHOHILIX pecypeos,
IMCIOIHX. ONLIT 1IPaKTHYECKOH paboThl FOCYZAPCTBEHHYIO JIMUEHIHIO HA NPABO OKABAH IS
YCAYr B 910 obnacti. Peanusanns WIMHHHCTPATHBHLIX MEP W IKCIIVATALHA CPCACTE 3a1NThI
AQIKHA OCYIUCCTBAATHCH NPOYECCHOHATLHO NOJIFOTOBACHHBIMH CHCHUHANMCTAMH WIMHHHCTPA-
LMK paHoHa (azMuHBCTPaTOpOM GezonacHocTy HHPOPMALHOHHOI cHCTEMDI HEPCOHATLHEIX
JTAHHBIX ).

417, Obssarensuocts KOHTPOJISA.

”])C.'llll)Jlill‘ilC'l’ ()BH'HITC.Wl-ll()C'l‘l- H CBOCBPCMCHHOCTHL BLISBACHNA | NPECCHEHNA NONBITOK
HAPYINCHMA YCTAHOBACHH LIX HPpaBHI. UGUCHC'!CHH“ (.)C'S()HLICHHL"I‘H HEPCOHAILHBIN JaHHIX. Ha
OCHOBC HCHOML3YEMBIX CHCTEM M CPEICTS 3alIi Thi ACPCOHWILHLIX JAAHHBLIX, IPH CORCPHICHCT -
BOBAHHH KPHTCPHEB H METOIOR OIlEeHKH HppekTHBHOCTH YTHX CHeTem 1 CPeaCTs.

Kontposns 3a aesrensnoctsio mooro NOAL30BATENA, KAKAOIO CPEACTRA 3ALHTL 1t &
OTHOMICHHH MODOro 06beKTa 3amuThl JAomKen OCYUICCTBAATHCH HA OCHOBE [PHMEHEHHA
CPEJICTB ONEPaTHBHOIO KOHTPONS M PETHCTPAIMH H JIOJKEH OXBATHLIBATL KAK HECAH KLLHOHHPO-
HAHHDBIC, TAK H CAHKUMOHHPOBAHHBIE CHCTRHA NONLIOBATE G

Kpome toro. sextusias CHCTeMa obecnievenns MuOPMALMHONHON GelonacHocTi
TpedyeT HanMuMs axeksaTHON K BeeoOBeMmoLei nudopmanmun o TEKYILEM COCTOSHMM T1PO-
HECCOB, CBAIAHHBIX ¢ ABMKEHHEM MHBOPMALHK CHEACHUIT O COBIOACHNM VCTAOBACH HbIX
HOPMATHBHELIX TpebOBAHMI. a TaKkKe JAONOAHNTENLHOH HHPOPMALIK. HMEIOMEH OTHOMEeHE K
HpHEATIIO penenuii. Mudopmanus aonmna Ouirs HAACKHOM, CBOCBPEMEHION. noCTYIHOI ¢
MPABHILHO OfopMaeHIOii,

Heaocrarkn cucremsr oGecneyenns HHPOPMALHONIOI GE301ACHOCTH. BLSBICHHLIC CO-
TPYUTHKAMM Q/IMHHHCTPALN JI0KHBI HEMEUICHHO JIOBOANTLEH 110 CBEACHMA TIABLL AJMKITH-
CTPALlHK M ONEpaTHBHO yCTpansThes. Bonpoc, KOTOPBIC KAKYTCH HE3HAYUTEALHLIMH. KOI 12
OTACIBHBIC POUECCHI PACCMATPHBAIOTCS HIOAHPOBANHO, MPH PACCMOTPEHMM X HAPAY € /Py
FHMH aClICKTaMM MOTryT yKaszarn na OTPHUATCABHLIC TCHACHIIHM, rpossimne nepepactu i Kpyi-
HBIC HEAOCTATKH, €CIIH OHM He BYJYT CBOCBpPEMEHHO YCTPAHEHbI.

5. Mepoi, meroast u cpeactsa obecneuenns tpebyesmoro YPOBHS 3AMHTLL HHpOp-
MAIHOHBBIX pecypeos

3.1.Mepwi obecneyenns uHpopmatHonnoii GezonacHocti

Bee mepui obecnevenns Gesonacnocri HHPOPMALMOHIOI cHCTEMI WIMHHHCTPALH M
NOAPA3ACHMIOTCH Ha:

— NpaBoBbie ('jiiK()H(),"lilTC.'lI.Illnlc}l

= MOP@ILHO-YTHUCCKHE:

= TEXHOJNOIHYECKHE:

= OPraHH3auHOHHbIC (AIMHHHCTPATHBHBIC):

= (pu3uueckue;

- TEXHMYCCKHE (annapatypHuie # nporpaMmHbie),

N

A1 3akononarensupie (MPaBOBBIE) MEPBI AU THL

K NPaBoBLIM MCpaM 3alHTLI OTHOCHTCH Jeiict BYIOUIHE B CTpane 3aKOHbI, VRasnl 1 HOP-
MATHBHBLIC aAKThbI. perJIaMchHp}'l()lllllc npasuia UGPHII[CIIH’I C HECPCOHAIBHBIMM JIAHHBIM,. a-
KDCINISIOUHIUE TINARA 12 N GA 0 18 18 Ar e s € r et ot o st o w




CKHI XapakTep M TPeOGYIOT NOCTONHHON PatLACHHTEABLION PaboThl ¢ NOALIOBATEAIME H 00-
-IYARHBRONAM TEPCORAIOM HHPOPMAMONHONH CHCTEMbBI &AMUHHCTPALIH Paio .

5.1.2.MOopanbHO-9THHECKHE MEPhI 3ALTHTBL.

K MOpanbHO-3THYECKHM MepaM OTHOCHTCS HOPMbI TIOBEACHHNA. KOTOPBIC TPAAHUHOHHO
CAOKHIHCE WK CKIANLIBAIOTCH NO MEpPe pacnpocTpatenns HHGOPMAHOHHLIX TEXHOAOIHIT 1
obwectBe. ITH HOPMBI GOJILIICH YACTLIO HE ABNAIOTCH OOA3ATEALHBIMU, KAK 3AKOHOMATENLHO
Y THEPACUICHHBIC HOPMATHBHLIC aKThl, OJIHAKO, HX HECODMOACHHE MOKET NPHBECTH K NAACHHIO
ABTOPUTCTA, MPECTHKA HENOBCKA, IPYNIbl JHIL HAH QAIMHHHCTPalnMK B uenoMm. Mopaibio-
'THUCCKHE HOPMbI DBIBAIOT KAK HENHCAHBIC, TAK W ITHCAHBIC, TO €CTh OOPMICHILIC B HEKOTO-
puili CBOJL (YCTaB) Npasui Miau npeanucannii. MopaabHO-9THYECKIE MEPbI SAUHTHL ABIHIOTCH
NPOPUAAKTHYCCKUMH M TPEOYIOT NOCTOAHNON PaBoTHl 110 COBAANMIO FOPOBOIO MOPAILHOTO
KJIMMATA B KOJJICKTHBE.

5.1.3. TexHONOrnYecKHe Mephi 3alHThI.

K sannomy sty Mep 3atmTel OTHOCATCS PA3HOrO poja TEXHOJOIMYUCCKHE PCIICHMS 1
'IPUCMBI, OCHOBAHHBIC HA MCTIONL3OBAHHH HEKOTOPLIX BHJIOB M3BBITOMHOCTH (CTPYKTYPHOIL,
(hyHKUHOHATLHOM, HHPOPMAMONHOI, BpeMeHHON M T.11.) 1 HANPABICHHLIC HA YMEHBIICHHE
ROBMOZKHOCTH COBEPIICHUA COTPYHHKAMH OWIHOOK M HapYLICHHIT B PaMKaX NPEAOCTABICHHLIX
HM PAB H NOJHOMOYHIA.

5.1.4. Opraumsaitnonnsie (aAMHHHCTPATHBIbIE) MEpPb! 3ALHThI.

Opraunsaimonnsie (aAMHHHCTPATHBIbIC) MEPDI 3ALLHTHE = FTO MEPLI OPIaHH3ALHOHHOTO
XAPAKTEPA, PCriaMEHTHPYIOUIHE NPOLECCh! (PYHKIHOHHPOBAHMS CHCTEMBI 00PAtOTKH nepco-
HATILHBIX JJAHHBIX, HCTOAL30BAHME €€ PECYPCOB, ACATENLHOCTE OOCAYANBAIOLICTO HEPCOHAIL. 4
TAKKE TTOPAIOK. B3AMMOJICHCTBHS NOJL3OBATENEH ¢ CHCTEMOI TAKUM OOPasOM. YTOOLI B Hik-
OOJIbINEH CTCNCHH JATPYIHHTE HIH MCKIOUHTE BOZMOKHOCTH peain3ainn yrpos 0e30nacHocTH
HIIH CHUIHTH PAIMED 1TOTEPD B CIYYAe MX peain3aling.

3.2, DOPMHPOBAHKE MONHTHKH GE30MACHOCTH,

[MmaBHas nenb aAMHHHCTPATHBHBIX MED, NPEANPHHHUMACMbBIX HA BBLICIHIEM YITPABICHYC-
CKOM yponie - chopmupoBats NOIUTHKY B obnacti obecneueHus Ge30MacHOCTH HEPCOHL-
HBIX JIAHHBIX (OTPAKAIOULYIO NOAXO/AB! K 3ALUHTE HEPCOHANLHBLIX AAHHBIX) H 00CCHCHHTL ¢ Bhi-
MOMHCHHE, BBIICHAA HEOOXOMMbIE PECYPCEI H KOHTPOIHPYS COCTORHNE Ae.

C NPAKTHYCCKOH TOUKH 3PCHUA MOAMTHKY B 001aCTH 06eCnedeHis Ge3onacHocTi nep-
COHUIBHBIX JIAHHBIX B JIMHHMCTPaltiH nenecoodpasno pasduts na asa yposus. K sepxuen
YPOBHIO OTHOCATCH PEUICHUA PYKOBOACTBA, 3aTPArHBAIONIHE JACHTEALHOCTL AAMMUHCTPAIN B
uenaoM. TloanTHka BEpXHEro ypoBHS A0MAHA HETKO OMEPTHTL Chepy BAMAHMS 1 OrPAHUYCH A
MpH onpeie/eHnn teiei 6e30nacHOCTH MEePCOHMILHBIX JaHHBIX, OIPEACIINTL KAKHMH pecyp-
CamMH (MATCPHAILHDBIC, CTPYKTYPHBIC. OPraHH3aAHOHHBIC) OHM OyAyT JIOCTHIHY T, W HallTH pa-
3YMHDLIH KOMIIPOMHCC MEKIY TIPHEMIEM BIM YPOBHEM 0€30MacHOCTH H (PYHKIUHOHANLHOCTHIO,

Honwruka uuxkuero yposns. OIPCIACIACT NMPOLCAYPLL. M HPABHIA JIOCTHKCHHS LeIei 1
petenns 3aaa4 6€30NacHOCTH NEPCOHANBLHBLIX JIaHIIbIX H ACTATMBHPYCT (periiaMenTHpyer) i
npasuia:

—  KaKoBbl POJIH H 00A3aHHOCTH JIOMKHOCTHBIX JIHIL, OTBEUYAIOLINE 34 HPOBEACHHE 110~
JMTHKH DE3011ACHOCTH NEPCOHATLHBIX JAHHBIX;

—  KTO HMCCT Npasa oCTyna K nepCoHaIbibLIM JAaHHbIM, KTO H HPH KOKHX VCAOBHAX
MOZKCT SHTATL K MOJM(PHIMPOBATL TIEPCOHANBIBIC JIAHHBIC W T.L.

HoanTika HUAHETO YPOBIH A0NAHA;

= UPCAYCMATPHBaThL PEraMEeHT HHPOPMAHOHNLIX OTHOWCHHIT, MCKAIOMAIOIHN B0
MOZKHOCTE MPOM3BOJILHBIX, MOHOMOMBHBIX HIH HECAHKUMOHHUPOBAHHLIX ACHCTHHIT B OTHOLIC-
HHH HHPOPMALIHOHHBIX PECypPCoB;

=  OHPCHCIHATE KOAIHIUHOHHBIC M HCDADXHUCCKHE TIDMHITHITLDL M METOY TR 10121 1ot




~  BBIOMPaTHL NPOIPAMMHO-TEXHHUCCKHE (ANNApaTHbie) CPEJACTBA NPOTHROACHCTBUA
HCJL. ayrentuduxammu. aBropu3aumu, HACHTHOUKAUMH W APYIHX 3AUIHTHLIX MCXAHH3IMOB,
00eCNeYHBAIOIINX FAPAHTHH PEATM3AIMH NPAB W OTBETCTBCHHOCTH CYOLEKTOB HH(POPMAIHON-
HEBEIX OTHOLICHMWIA.

3.3, PernamenTaiius 10CTyna B NOMEUEH A,

KoMnouenTol HHGOPMAUHOHHON CHCTEMBI QJAMMHHUCTPAIMK JIOKHLL PASMCLIATLCH B
(IOMEIIEHHAX, HAXOAAUMXCS MOJL OXPAHOI WIH HAOMIOACHHEM, HCKAIOMAIOUIHM BOIMOKHOCTL
DECKOHTPONLHOIO NIPOHHKHOBEHUS B TIOMEHIEHHS TOCTOPOHHUX JIHIL M 00eCneHHBaIONINM (-
IMYCCKYIO COXPAHHOCTL HAXOMAMMXCA B MNOMENMIEHHH JAllHIAEMBIX PECYPCOB (JOKYMCHTOR,
APM u 1.11.). YOopka Takux noMelenuii 1015KHa Npon3BoANTLCH B IPHUCYTCTBHH OTBETCTBCH-
HOTO COTPYJIHHUKA, 3@ KOTOPLIM 3aKPEIUICHbl JAHHBIC KOMIOHEHTHI, ¢ COOOACHHEM MEp, HC-
KIHOYQIOIIMX JIOCTYT! MTOCTOPOHHKX JIMIL K 3alHILAEMbIM HIDOPMALIHOHHBIM PECypCaM.

Bo Bpems 00paboTku NEpCOMMILHBIX JAHULIX B TAKHX NOMEIICHUAX JIOKEH TPHCYTCT-
BOBATH TOJILKO MEPCOHA. JONYIEHHLIH K paboTe ¢ nepeotanbibiMi AatibiMi. anpenaercs
MPHEM MOCETHTECH B NOMEIEHHAX, KOrla OCyecTraseres o0paboTka NepeotaiLibix Jai-
HBIX.

o OKOHYaHHH pllﬁ()'lt:l'() JAHS. ITOMCHICHHA. B KOTOPBIX PASMCUHEHOTCH KOMITOHEHTLI M-
(l)u])M-'.lllHUHll(lﬁ CHCTEMbBI A AMHHHCTPALIHH, JIOJZKHBI 3AITHPATLCH Hd K10,

B cayuae ocHatenns NOMEIEHHI CPEACTBAMH OXPAHHON CHIHAINAAIMM, 4 TAKAKC dB-
TOMATH3HPOBAHHOH CHCTEMOH 1pHEMa M PErucTpallHl CHIHAMOB OT THX CPEICTB. NPHEM-
C/laua TakuxX NoMeIeHHi Nnoa oXpany OCYIIECTRIACTCH HA OCHOBAHHH CHEUHAILHO paipadathi-
BACMOH HHCTPYKILHK.

3. 4. Pernamenrtauns JIonycka COTPYAHHKOB K HCMOAL30BAHMIO MH(OPMAUMOHHBIX pe-
cypeos

B paMKax p(l'll)ClllH'I’C.’lbll()lvl CHCTEMBI (MATPHLLILE) J10CTYNA VCTAHABIHBACTCH KTO, KOMY.
KAKYIO HH(OPMALIHIO K JUIS KAKOTO BHJIA I0CTYNA MOKET NPEJOCTABHTE W IIPH KAKHN YCAOBHAX

Jlonyck nonw3opareneit Kk paGore ¢ MH(POPMAIMOHHON CHCTEMOI AAMHHHCTPALMK 1
JIOCTYII K €€ pecypeam Jlomked ObiTh cTporo pernamentiposan. JhoOuie namenenns cocrasa i
(OAHOMOMHIT NOIB30BATENEH NMOJACHCTEM JIOJIKHE! TPOH3BOANTLEH YCTAHOBACHHLIM TOPRAKOM,

YpoBeHb NOAHOMOYHI KakKA0ro NMOAb30BATENSN ONPEACAACTCH HHAHBHAYWILHO, COOII0-
Aan caeayloue TpeboBatns:

~  K@KJbI COTPYJIHHK NOJL3YETCH TONLKO NPEANHCAHILIMH €MY HpasaMy 1o 0THo-
LWICHHIO K NEPCOHANBHLIM JAHHLIM, C KOTOPLIMH eMY HE0OX0HMa paboTath B COOTBETCTRII ©
NOJKHOCTHBIMH 00s3aHHOCTAMM. Pacimpenne npas A0CTyna M NpeloCTaB/ICHHe JoCTya K
JIONONHHTENBHBIM HH(POPMALMOHHBIX pecypeam. B 0043aTeIbHOM NOPAJAKE. JOLKHO COraco-
BLIBATHCA € AJIMHHHCTPATOPOM Ge301MacHoCTH HHPOPMALHOHHON CHCTEMBI EPCOHAILHLIX J1ali-
HBIX:

—  [JIaBd aJAMHHHCTPALHH HMEET NPABa HA NPOCMOTP HHPOPMALIMKM CBOUX NOAMHHECH-
HBIX TOJLKO B YCTAHOBJICHHLIX HpE/leiax B COOTBCTCTBHH CO CBOUMH JAOJKHOCTHLIMH 0031
HOCTAMM.

Bee coTpytHuKH aIMHHHCTPALMKM H OOCTYIKHBAIOUIHI NEPCOHal. JAOKHLL HECTH Tep-
COHWIBHYIO OTBCTCTBCHHOCTDL 3a HAPYLICHHUA YCTAHOBACHHOTO HOPHIKA \N‘)P(ll’)ﬂ'l‘l\'ll HEPCOHIL-
HBIX JIAHHBIX. IPABHIL XPAHCHHA, HCIONBL3OBAHMA H IEPCAAYN HAXOMAULMNCH B HX PACnopiKke-
HHH 3alIMLIEAEMBbIX pecypcon cuctembl. Kaxapiii coTpyanuk (npu npueme na padory) Aoken
NOUTHCHIBATL 00A3ATENLCTBO O COOMONCHHN M OTBCTCTBEHHOCTH 3@ HApYIIEHHE YCTAHOBICH-
HBIX TPpeDOBaHHI 110 COXPAHEHHIO MEPCOHANBHBIX AAHHBIX SAMHHHCTPALLIH.

OGpaboTka NEePCOHAILHBIX AAHHBIX B KOMIIOHEHTAX HHOOPMALHOHHON CHCTEMbI JIMH-
HHUCTPALMH JOJIKHA NPOU3BOAMTECS B COOTBETCTBHH C YTBEPAJICHHBIMH TEXHOIOTHHCCKHUM I
HHCTPYKIUHAMM.

3.5, PernaMenTaius npoueccos o0CAYKHBAHHA M OCYIICCTRICHHA MOAH(HKALIN ailia-
PATHBIX W NPOrPAMMHBIX PECYPCOB




PALHK, C KOTOPBIX BO3MOMKEH JIOCTYN K pecypcaM HH(POPMAUMOHHOIT CHCTEMBI. A0MKHA COOT-
BETCTBOBATEH KPYFrY BO3JOKCHHBIX Ha JaHHbLIX noJb3oBarenci (l)_\'lll\'llllUH&l.’ll-lll»l.\ 00sIaHHO-
cTei.

B komuonenTax uuopManHoHHoil cHCTeMBI M Ha pabouMX MecTax NOAb3OBATEICH]
ACIGAHB! YCTAHABINBATLCA H HCIIOJIB3OBATHCH JIHICHIHOHHBIE [IPOTPAMMHLIE CPEACTB.

3.6.0Gecneyenne u KOHTPOAL (PUIMUCCKOIN 1ETOCTHOCTH (HEHIMEHHOCTH Konpurypa-
[LHH) annapaTHbIX pecypeosn

OGopynosaine MRPOPMAUHOHHON CHCTEMBI, HCHOILIYEMOE UL JIOCTYHA M XpaHeHus
HEPCOHAILHBIX NAHHBIX, K KOTOPOMY JIOCTYII OOCAYKHBAIOWErO NEPCOHAIa B (IPOLECCe HKC-
(Iyataumi He TpedyeTcs. noene HAIOMHBIX, PEMOHTHBIX W HHLIX PaBOT. CBATAHHLIX ¢ AOCTY-
[OM K €10 KOMITOHCHTAM JI0JIKHO 3aKPbIBATLCSH.

J.7.Toa6op 1 noarotoska nepconana, 0dyyeHne noap30BaTeICH

[Moabzosarenn undopMauMoHnoi cHeTeMBl AZAMHHUCTPAUMH, @ TAKKE PYKOBOJAAILMI W
O0CYRHBAIOUIMI 1IEPCOHAN HOMKHBI OBITH O3HAKOMICHD! CO CBOHM YPOBHEM TOJHOMOYHIL. a
TAKAE OpraHu3alHOHHO-PACOPA/IMTENLHOH, HOPMATHBHOM. TEXHHYECKOH M 3KCNAYATALNON-
HOH JokymenTalmeit. onpenensiomeii TpeGoBanus 1 nopsaoK 00paboTKi NePCOHAILHBIX aH-
HBIX B QIMHHHUCTPALIHM.

OGecreuenne 6e30MaCHOCTH NMEPCOHANBHBIX AAHHLIX BOZMOKHO TOABKO M0CHE BhIPH-
OoTKkK y nonb3zosateneii onpeaeneHHoil KYJABTYPhI paboThl. T.€. HOPM. 00H3ATEALULIX I8 HC-
MONHCHHA BCEMH. KTO paboTaer ¢ MHPOPMAIHOHHBIMKI pecypeamit aamunmnetpatinn. K Takma
HOPMaM MOZKHO OTHECTH 3anpeienne MoOLIX YMBIIUICHHBIX AN HEYMBIIUICHHBIX ACHCTRMIi
KOTOPBIC HAPYIAOT HOPMANLHYIO paboTy KOMIOHEHTOB HH(OPMAUHOINON CHCTEMbL. BLI3hl-
BAIOT JIONOJTHHTEIBHBIC 3aTPAThl PECYPCOB, HAPYIIAOT ENOCTHOCTL Xpannmoil 1 o0pabaryi-
BACMOH MH(DOPMALMH. HAPYIIAIOT HHTEPECH! 3AKOHHBIX NONL3OBATEICH. BALICABICE IIH COO-
CTBEHHHKOB,

Bee noansosatenu uHGOPMALHOHHON CHCTEMBI QJAMHHUCTPAIMH JIOJDKHLE OBITH 03H4-
KOMJICHLI C OPraHH3alHOHHO—PACTIOPAAMTEABHBIMU JIOKYMEHTAMH 10 0BecneueHnio Bezonac-
HOCTH NEPCOHWIBHBIX JAHHBIX a/IMHHHCTPALMM, B YACTH, HX KACAIOUICHCH. JAOKIBLL 3HATH i
HEYKOCHHTCABHO BBLITOJHATL HHCTPYKUMH M 3HATL ODUME 00S3aHHOCTH 110 00eCneveHio
0e30nacHocTn nepconanbubix Aannbix. JloseacHue TPEOOBAHHH YKAZAHHLIX JIOKYMEHTOR /10
L, JlonymenteiX K oO6paboTke 3aluuiuaeMbiX NepeoHaIbHBIX AaHHbIX. AOIKHO OCYLIECTB-
JIATHCA 101 POCITNCH.

5,.\'.()'I‘IiL"IC'l'llCHH()C'l'I) 34 HAPYIHCHHSA YCTAHORBJICHHOIO HOPSULKA NMOAL30BAHNA pecypla-
MH HlllI)l)PMﬂllHUHH()ﬁ CHCTCMBI AQJIMHHHCTPAIIMH,

Mepa OTBETCTBEHHOCTH NEpconana 3a ACHCTRUA. COBEPLICHILIC B HAPYLICHHE YCTAHOR-
ACHHBIX npasua obecnevenns GezonacHoil paboThl ¢ NEPCOHMTLHBIME AAHNBIMIL J0KHA Of1-
PEACIATLCH HAHECEHHBIM YIIEPOOM. HATHUHEM 31010 YMBICAa U APYrHMM (akTopamu 10 ye-
MOTPEHHIO TJIaBbl aIMHHHCTPALIH.

Jlis peanusauun NpUHIANG NEPCOHANBLHON OTBETCTBEHHOCTH NOALIOBATEICH 30 CRON
JACHCTBHA HEOOXOAHUMEI:

—  MHIMBRIYAILHAA WICHTHOHKAUKS NOAL3OBATENCH M HHHIMHPOBAHILIN UMM (1PO-
HECCOB. T.C. YCTAHOBACHHUE 3a HHUMH WienTH(MKaropa (login, Username), na 6ase kotoporo Oy-
ACT OCYHICCTBANTLCA PA3rPAHHYCHHE JIOCTYNA B COOTBETCTEHH C NPHHIMIIOM ODOCHOBAHIOCTH
JA0CTYNA:

— TPOBEPKA NOMTHHHOCTH NMOAb30BATENEH (AYTCHTH(PMKAIMA) HA OCHOBC Mapoaeii;

~  PCAKLHA HA NONBITKH HECAHKUHOHHPOBAHHOIO JIOCTYIA (CHIHAIHZALNA, DAOKHPOS-
Ka M TJL).

3.9, Cpeacrsa obecnevyerns 6e30MacHOCTH MEPCOHAIBHBIX JAHHBIX

Jas obecnevuenns uudopMatMOHioi GE30NaCHOCTH AAMMHHCTPAILI HCHOHLIYIOTCH
CACAYIOUHE CPEICTBA JAILUTHI;




= CPeACTBa HACHTH(IHKALMH K ayTenT HUKAUMH NOABLIOBATCNCH:

~  CPCACTBA PasipaHnyeHHs 10CTYIa;

= CpencTsa obecneenus 1 KOUTPONIS HEAOCTHOCTH:

~  CPCACTBA ONEPATHBHOIO KOHTPOIA M PErHCTpalttn coOLITHIT De301acocTi.
Cpencrsa saumror 10151101 IIPHMCHATLCR KO BCEM pecypeam M opMatHonnoi cuere-
MBI VIMHITHCTPALH, HE3ABHCHMO OT MX BIJIA M (POPMBI HIpeCTaBICH IS HuopMann B HUX

3.9 1. DusHuecKue CpescTBa aUHThI

Ousuueckue MEPBI 3ALHTHI OCHOBaHLI HA TNPUMEHCHHH Pa3noOro POJAa MEXAHHYCCKHMX.,
MICEKTPOHHBIX HIH DJIEKTPOHHO-MEXAHHYECKHX YCTPOHCTB M COOPYKCHHH. CHEUHAILHO npeji-
HATHAYCHHBIX JUIS CO3Ianus (PUIHYECKHX MPEHATCTBHH HA BOIMOKHBIX NYTAX NPOHUKHOBCHUA
1 JI0CTYNA NOTCHIMANBHBIX HADYIIHTENCH K KOMIOHEHTAM CHCTEMDLI H 3AHIACMBIM 11EPCO-
HUILHBIM JIAHHBIM, @ TAKKC TEXHHYCCKHX CPEICTE BHAVAILHOIO HAOMIOACH M. CBATH H oxpa-
HOH CHIHATH3ALHY,

Jlis oGecnevenng (pm3nueckoii HezonacHocTH KOMIOHCHTOB HHdopMatmonuoii cuere-
MbE AIIMHHHCTPAILHE HEODXOIHMO OCYHICCTBIAATE PAJL OPratu3aimONibIX H TEXHIHYCCKX MEPO-
NPHATHH, BKIIOYAIOLITNX HPOBEPKY 0DOpyAOBaHMs. MPEAHATHAYCHHOIO JUis 0OpaboTKn nepeo-
HANBLHBIX AaHHBIX. HA!

= HUTHYHE CHCUHANTBHO BHEAPEHHBIX 3aKIAHbIX yYCTpoiicTs:

= BBCICHHC JIONOIHHUTEALHBLIX OrpaHuueHuii no AOCTYHY B NOMCHICHHA, NPEaHasHa-
HEHHBIC JUid Xpanenus u o6paboTku HEPCOHANBHBIX JIAHHBIX:

~  00opyAOBaHHE CHCTEM HHpOPMaTHIAILIH YCTPOHCTBAMH 3aHTLl 0T cOoeB 21eK-
TPONHTAHMA M ITOMEX B JIMHMAX CBA3H.

3.9.2. Texuuueckue cpejcTsa 3amhl

Texnunueckue (AnnapaTHO-NpOrpaMMHBIE) MEPLI 3AIHTH OCHOBAHL! Ha HCHOAL3OBAH N
Pa3sIHYHLIX WICKTPOHHbIX YCi p()“C‘l'B H CHICHHANLHBLIX HPOrpaMm H BBITOJAHRIOHLIX (CaMOCTON-
TCALHO HIH B KOMIUIEKCE © JApYruMu cpeacTsamMi) (YHKUWHN 3aui T (MACHTHOHKAIMIO W ay-
FCHTH(HKAIIIO N0B30BATEICH, PASTPAHHYUCHHE IOCTY A K Pecypeam. peructpainio cobumii,
KPHITTOrpadimueckoe 3akphitie HuopMaLm 1 T.1.).

C yuyerom Beex TPEOOBAHUI W NPUHIMIIOB OGECTICHEH 13 Oesonacnocty HEPCOHATLHLIX
AAHNBIX T10 BCEM HANPABICHHAM 3ALMTHI B COCTAR CHCTEMbI 3ALIHTH 401K 1L OLITH BKIIOYCH LI
CICAYIOLIHE CPEICTRA:

= CPCCTBa pasrpaHHYCHHs JOCTYNA K JaHHBIM:

~  CPCICTBA PETHCTPALMK JIOCTYNA K KOMIOHEHTAM HH(POPMALUMONHON CHCTEMBLI H
KOHTPOJIA 38 HCHONB30OBAHUEM HHDOPMALHH:

—  CPCACTBA pearupoBalus Ha HAPYIICHUS PEKUMA HHPOPMALHONHON BE3ONACHOCTH

Ha Texnuueckne cpeacrsa samuthi Bosnaracres PCLICHHE CHACAYIOUIMX OCHOBHBLIX i~
nay:

= WICHTHQHKAUMS 1 ayTeHTH(OHKALMS N0Ib30BATENCH IPH OMOLILH HMCH HIH CIICIH-
WILHLIX annapareix cpeacts (Advantor, Touch Memory, Smart Card n T.IL):

T PCIAMCHTALMA W yHIpasieHne J0CTYNOM Noas3oBarescii n HOMCUHICHHA. K (hisnye-
CKHM H JIOIHYCCKHM _\"Clp()ﬁC'l BaM:

~ SAlHTA OT NPOHHKHOBCHHA KOMILIOTEPHBIX BUPYCOB M PAIPYIHTEALHOIO BO3ACH-
CTBHA BPEOHOCHBIX MPOrpaMMm;

= PCIHCTPAUHA BCEX NICHCTBHI 1MONL3OBATEAS B 3aUIMIICHHOM KypHaie, HUIHYHE He-
CKOJILKHX YPOBHCH peructTpanum:

~  JALIHTA JIAHHBIX CHCTEMBI 3aNTBI Ha (paiioBoM CepBepe OT AOCTVIA NOAL3OBaTe-
JACH, B YbH JONKHOCTHBIE O0S3AHHOCTH He BXOMIT paboTa ¢ uudopmannu, naxomsueies na
HEM.,

3.9.3.Cpencrsa maeHtHhuKaimm s ayTeHTHROUKALMK HOJbIOBATCHCH

B 11e/19X NpelOTBPAtICHURA DABOTEL C BECYROAMI Wit einirar it ias 8 i i s i




HATLCA PA3IHYHOrO pojia YCTPOHCTBA: MAMHHTHRIC KAPTOUKH, KIIOYH, KIOUCBLIC BCTABKH., JHC-
KEThbI H T.11.

AyTeHTHOHKAUMA (NOATBEPKICHHE MOTMHHOCTH) MOABIOBATENSH TAKKE MOKET ocy-
HICCTRIIATLCA:

—  UYTCM [IPOBEPKH HAIHYHA Y NOAB30BATENCH KAKHX-THDO CHCHHATLHBIX YCTPOCTH
[ MAPHHTHBIX KAPTOYCK, KIMOYCH, KIIOYEBBIX BCTABOK M T.J1.);

= HIYTEM HPOBEPKH 3HANMA HMH Napoieii;

— NYTEM NPOBEPKH YHHKWILHBIX (DUIMMECKHX XaPAKTEPUCTHE M HAPAMETPOB CaMIX
MOABL30BATENCH NPH NOMOLIH CHELHANLHBIX GHOMETPHYCCKHX YCTPOICTS.

3.9.4.Cpencrsa pasrpannucHus J10CTyii

30HbI OTBETCTBEHHOCTH H 3a1a4H KOHKPETHLIX TEXHHUCCKHX CPEICTB 3aUHTL! YCTAHAB-
HBAOTCH HCXOA M3 MX BO3MOKHOCTEH M IKCIYATAHOHHBIX XAPAKTCPHCTHK, ONHCAHHBIX |
(OKYMCHTAIHK Ha JIAHHBIC CPEACTRA.

Texumueckne cpescrsa pasrpannvenns JOCTYNA JIONKHBL 110 BOSMOKHOCTH OBITH CO-
CTABHOH YaCTBIO €IMHOM CHCTEMBI KOHTPOIA A0CTY1IA:

=  Ha KOHTPOIMPYEMYIO TEPPHTOPHIO;

= B OTACNBHBIC [IOMEIICHHS:

~ K KOMHOHEHTaM HH(DOPMAIMOHHOIN CPe/ibl aAMHHUCTPAIMH PAlONA | HIeMEnTam
CHCTCMBI 3QIUHTBI IEPCOHMILHBIX AaHnbIX (PH3nUecKuii focTyn);

= K HHQOPMALMOHNHBLIM pecypcaM (JIOKYMEHTAM. HOCHTEISM Huopmattm, (paitnam,
HabOPaM JaHHbIX, apXUBAM, CIPABKAM M T.11.):

— K AKTHBHBIM pecypcaM (NPHKIAHBIM NPOrpaMMam. 3aiauamM 1 T.11.);

~ K ONEPaHOHNON CHCTEME, CHCTCMHBIM NIPOrPAMMAM M IIPOIPAMMAM SALLHTHL

3.9.3.Cpencrsa obecneuenins u KOHTPOJIA HEAOCTHOCTH

Cpeacrsa obecnedeHns HeAOCTHOCTH BKIIOYAIOT B CBOH COCTaB CpeACTBA pes3epBHOro
KOIHPOBAHHUA, NPOrpaMMbl aHTHBHPYCHOMN 3a1LHTHI. NPOrpaMMbl BOCCTAHOBICHHA HCIOCTHOCTH
OnepalHoHHON cpeibl 1 6a3 JaHHbIX.

CpCIlCTBa KOHTPOASA LEJTOCTHOCTH Muq)opmuuuomlI.N PECYPCOB CHCTEMBI NpeaHaznaye-
HEBI JUIS CBOCBPEMEHHOTO oOHapyKenns MOAM(PMKALIMN MM HCKKCHHH PECYPCOB CHCTEMDI.
OHH 103BOJRIOT 00CCNCYUTE NPaBHILHOCTh (]WHMumlmpuummu CHCTEMbBI 3alMTELI M HENOCT-
HOCTH Xpanumoi 1 obpabarbisacmoii mlqmpMduuu.

Kun'lpu'n. HEJOCTHOCTH nu(]mp\mulm H CPEJICTE 3alHTHL. C UEILIO O0CCIICUCHHS HEeH -
MEHHOCTH MH(DOPMALIHONHO CPEALL. OHPCHCHAACMON MPCAYCMOTPEHHON TEXHONOTIHEii 0D pi-
OOTKH, M 3aMTLI OT HECAHKIHOHHPOBAHHOH MOAN(PHKaLIK NEPCOHAIBHBIX JIAHHLIX JOKCH
obecrneunparnes:

= CPLICTBAMH pasrpaHHyveHHus JIOCTYNA (B NOMEUICHM. K JOKYMCHTaM. K HOCHTENAIM
HHpOpMALIHH, K CCPpBEPaM. JIOMHYECKHM YCTPOHCTBAM M T.11.);

—  CPCACTBAMH ACKTPOHHOMN 1MOMTHCH,

— CPCACTBAMH NOACHETA KOHTPOJLHBIX CyMM (Uil HCIOITB3VEMOL'O  HPOTPAMMHOTD
obecrieyenns).

3.9.6.Cpencrsa onepatuBHOro KOHTPOJSA M perucTpaimu codumuii 6e30nacnocTy

Cpeactna 0OBLEKTHRHOIO KOHTPOMIS AOMKHLI 0DECHeMHBATL OO IPYACHHE H PerHCTpa-
LHIO BCEX CODBLITHI (JICHCTBIIT NOIL3IOBATENCH. NONLITOK HCJ1 u 1.i1.), KoTOpBIC MOYT nOBICYL,
s CoDOR Hapymenue 6e30nacHoCTH | MPHBECTH K BOZHUKHOBEHUIO KPHIHCHBLIX CHTYALMI,
Anwins coGpanHOl cpejicTBaAMH perneTpaitim HHPOPMALIMKN TTOBBOMACT BLIABHTL (DAKTELI CO-
BCPIICHMA HADYLICHHH, MX XapaKTep. NOACKA3AThH METO/ €ro pAaCCHeIOBAHIA W CHOCODB! HOMC-
Kd HAPYUIHTENA H HenpasieHus cutyauun. CpejacTsa KOHTPOIS | PErHCTPALMK JLOJDKHBI T1pe-
JOCTABAATH BO3MOKHOCTH:

= BCICHHA M QHANH3A KYPHATOB PErHCTPallii COOLITHIT DE30NACHOCTH (CHCTEMHLIX
AYPHANOHK).

-  MNOJIIVYHEHHHE TREDIOM KONt (NeUaTit) SUNIIOmg oIt v Tt ti i s eristt i rrs e ot sa




—  VIIOPAJOUECHUS KYPHATOB. @ TAKIKE YCTAROBICHUA OIPAHHUCHHIE 1A CPOK HX Xpanie-
HHNAL

o OHEPATHBHOTO OHOBCHICHHA WIMHHHCTpATOPA l.)L"SUIIM\.'IIUC I O HAPYIICHHAX,

[pu perucrpanun coObTuii GE30MACHOCTH B KYPHAIEC JI0JKHA (PHKCHPOBATLCH Clie
aylonas HHpopManns:
jlata M Bpems coObITHA:
HiaeHTHOHKATOP CYOBEKTA, OCYLIECTBISIONIErO PErHCTPHPYEMOE JACHCTBHC!
JICHCTBHE (THI JIOCTYNA).

3. 10. Konrponb 3p(peKTHBHOCTH CHCTEMBI 3ALIHTHI

Konrposs >pPeKTHBHOCTH 3a1MTEl [EPCOHAIBHBIX JAHHBIX OCYLHCCTBIACTCH € HEALIO
CBOCBPEMEHHOIO BLISABACHUA M HPEAOTBPALICHHUA YTCUKH NEPCOHMILHBIX JAHIBIX 34 CHET HE-
CAHKIMOHMPOBAHHOTO JIOCTYNIA, @ TAKKE NPEAYNPEKACHHA BOZMOKHBIX CHCUHIILHBIX BOLICH-
CTBHIl. HANPABICHHBIX HA YHHUTOXKEHHC MEPCOHANLHLIX JAHHBIX. PAIPVIICHHE CPeicTh M-
Gopmaruszannn. KOoHTPoih MOKET NPOBOANTLCH MPUBACKACMBIMH JUIS STOH e opramusa-
HHAMH. HMCIOUIHMH JIHHIEHIHIO HA ITOT BHJL JICATEBHOCTH.

Ouenra 2pPEKTHRHOCTH MEP 3aNTHI HEPCONAILHLIX AAHHBIX TPOBOJIMTCH € HCHOIL30-
BAHHEM TEXHHYECKHX W NPOrPaMMHBIX CPEACTB KOHTPOJIA Ha HPEAMET COOTBETCTBHA YCTalOK-
JICHHBIM TPEOOBAHHAM.




